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S. 392 

At the request of Mr. REID, the 
names of the Senator from Nevada (Mr. 
ENSIGN) and the Senator from Arkan-
sas (Mr. PRYOR) were added as cospon-
sors of S. 392, a bill to amend title 10, 
United States Code, to permit retired 
members of the Armed Forces who 
have a service-connected disability to 
receive both military retired pay by 
reason of their years of military serv-
ice and disability compensation from 
the Department of Veterans Affairs for 
their disability. 

S. 423 

At the request of Ms. COLLINS, the 
name of the Senator from Minnesota 
(Mr. DAYTON) was added as a cosponsor 
of S. 423, a bill to promote health care 
coverage parity for individuals partici-
pating in legal recreational activities 
or legal transportation activities. 

S. 505 

At the request of Mr. HATCH, the 
name of the Senator from Minnesota 
(Mr. DAYTON) was added as a cosponsor 
of S. 505, a bill to amend the Internal 
Revenue Code of 1986 to encourage and 
accelerate the nationwide production, 
retail sale, and consumer use of new 
motor vehicles that are powered by 
fuel cell technology, hybrid tech-
nology, battery electric technology, al-
ternative fuels, or other advanced 
motor vehicle technologies, and for 
other purposes. 

S. 537 

At the request of Mr. CRAPO, the 
name of the Senator from Montana 
(Mr. BURNS) was added as a cosponsor 
of S. 537, a bill to ensure the avail-
ability of spectrum to amateur radio 
operators. 

S. 545 

At the request of Ms. SNOWE, the 
name of the Senator from Mississippi 
(Mr. LOTT) was added as a cosponsor of 
S. 545, a bill to amend title I of the Em-
ployee Retirement Income Security 
Act of 1974 to improve access and 
choice for entrepreneurs with small 
businesses with respect to medical care 
for their employees. 

S. 547 

At the request of Mr. DURBIN, the 
name of the Senator from New York 
(Mrs. CLINTON) was added as a cospon-
sor of S. 547, a bill to encourage energy 
conservation through bicycling. 

S. 569 

At the request of Mr. ENSIGN, the 
names of the Senator from Illinois (Mr. 
DURBIN) and the Senator from Massa-
chusetts (Mr. KENNEDY) were added as 
cosponsors of S. 569, a bill to amend 
title XVIII of the Social Security Act 
to repeal the medicare outpatient reha-
bilitation therapy caps. 

S. 589 

At the request of Mr. AKAKA, the 
name of the Senator from Kansas (Mr. 
BROWNBACK) was added as a cosponsor 
of S. 589, a bill to strengthen and im-
prove the management of national se-
curity, encourage Government service 
in areas of critical national security, 

and to assist government agencies in 
addressing deficiencies in personnel 
possessing specialized skills important 
to national security and incorporating 
the goals and strategies for recruit-
ment and retention for such skilled 
personnel into the strategic and per-
formance management systems of Fed-
eral agencies. 

S. 595 

At the request of Mr. HATCH, the 
names of the Senator from Florida (Mr. 
NELSON) and the Senator from Virginia 
(Mr. WARNER) were added as cosponsors 
of S. 595, a bill to amend the Internal 
Revenue Code of 1986 to repeal the re-
quired use of certain principal repay-
ments on mortgage subsidy bond 
financings to redeem bonds, to modify 
the purchase price limitation under 
mortgage subsidy bond rules based on 
median family income, and for other 
purposes. 

S. 608 

At the request of Mr. REED, the name 
of the Senator from New York (Mrs. 
CLINTON) was added as a cosponsor of S. 
608, a bill to provide for personnel prep-
aration, enhanced support and training 
for beginning special educators, and 
professional development of special 
educators, general educators, and early 
intervention personnel. 

S. 609 

At the request of Mr. LEAHY, the 
name of the Senator from Florida (Mr. 
GRAHAM) was added as a cosponsor of S. 
609, a bill to amend the Homeland Se-
curity Act of 2002 (Public Law 107–296) 
to provide for the protection of volun-
tarily furnished confidential informa-
tion, and for other purposes. 

S. 647 

At the request of Mr. KENNEDY, the 
name of the Senator from Nevada (Mr. 
REID) was added as a cosponsor of S. 
647, a bill to amend title 10, United 
States Code, to provide for Department 
of Defense funding of continuation of 
health benefits plan coverage for cer-
tain Reserves called or ordered to ac-
tive duty and their dependents, and for 
other purposes. 

S. 678

At the request of Mr. AKAKA, the 
name of the Senator from Utah (Mr. 
HATCH) was added as a cosponsor of S. 
678, a bill to amend chapter 10 of title 
39, United States Code, to include post-
masters and postmasters organizations 
in the process for the development and 
planning of certain policies, schedules, 
and programs, and for other purposes. 

S. 704 

At the request of Ms. COLLINS, the 
name of the Senator from Nebraska 
(Mr. NELSON) was added as a cosponsor 
of S. 704, a bill to amend title 10, 
United States Code, to increase the 
amount of the death gratuity payable 
with respect to deceased members of 
the Armed Forces. 

S. 728 

At the request of Mr. COLEMAN, the 
name of the Senator from Georgia (Mr. 
CHAMBLISS) was added as a cosponsor of 

S. 728, a bill to reimburse the airline 
industry for homeland security costs, 
and for other purposes. 

S. 731 
At the request of Mr. BIDEN, the 

names of the Senator from Ohio (Mr. 
DEWINE) and the Senator from Wis-
consin (Mr. FEINGOLD) were added as 
cosponsors of S. 731, a bill to prohibit 
fraud and related activity in connec-
tion with authentication features, and 
for other purposes. 

S. 737 
At the request of Mr. DURBIN, the 

name of the Senator from Louisiana 
(Ms. LANDRIEU) was added as a cospon-
sor of S. 737, a bill to amend title 37, 
United States Code, to increase the 
rate of imminent danger special pay 
and the amount of the family separa-
tion allowance. 

S. RES. 52 
At the request of Mr. CAMPBELL, the 

name of the Senator from Washington 
(Ms. CANTWELL) was added as a cospon-
sor of S. Res. 52, a resolution recog-
nizing the social problem of child abuse 
and neglect, and supporting efforts to 
enhance public awareness of the prob-
lem. 

S. RES. 82 
At the request of Mr. BROWNBACK, the 

name of the Senator from Pennsyl-
vania (Mr. SANTORUM) was added as a 
cosponsor of S. Res. 82, a resolution ex-
pressing the sense of the Senate con-
cerning the continuous repression of 
freedoms within Iran and of individual 
human rights abuses, particularly with 
regard to women.

f 

STATEMENTS ON INTRODUCED 
BILLS AND JOINT RESOLUTIONS 

By Mr. DASCHLE (for Mr. ED-
WARDS): 

S. 743. A bill to designate a building 
that houses the operations of the Uni-
versity Park United States Postal 
Service in Charlotte, North Carolina, 
as the ‘‘Jim Richardson Post Office 
Building’’; to the Committee on Gov-
ernmental Affairs.

Mr. DASCHLE. Mr. President, I rise 
today to introduce the ‘‘James F. Rich-
ardson Post Office Act of 2003.’’ This 
measure would name the University 
Park Post Office in Charlotte, NC, 
after a man who has come to mean so 
much to the City of Charlotte, Meck-
lenburg County and the State of North 
Carolina. His record of public service 
goes back 60 years. 

A Charlotte native, Jim Richardson 
graduated from Second War High 
School, the only high school in the 
area African Americans were allowed 
to attend. In a separate and unequal 
society he learned early on the impor-
tance of character and serving the pub-
lic good. Our World War II veterans are 
said to be the greatest generation. As 
part of that generation Jim Richardson 
entered the United States Navy and 
served our country honorably in the 
South Pacific theater during World 
War II. It is with character and a deep 
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and abiding hope for a better future 
that a man such as Jim Richardson 
fought for his country only to return to 
a society that did not afford all that 
was allowed them under the Constitu-
tion of the United States. 

After the war, Jim returned to Char-
lotte and entered Johnson C. Smith 
University. He graduated with a degree 
in Physical Education and minored in 
General Sciences. His Post Office ca-
reer began in 1949 as a postal clerk in 
Charlotte. With the railroads still 
being the dominant form of trans-
porting the mail, Jim transferred to 
the Railway Postal Service. When he 
returned to the Charlotte Post Office 
years later he had risen through the 
ranks to having held several super-
visory positions. With 33 years of serv-
ice in the Federal Government, he re-
tirement as the US Postmaster in Mt. 
Holly, NC. 

Now, that would be a full career for 
most individuals. What I have not men-
tioned is that Jim Richardson was an 
elected official having served distin-
guishably in both the North Carolina 
State House and State Senate. It was 
here that this man whose family 
taught him the mantra ‘‘do good for 
others and goodness will return to 
you’’ continued his advocacy for those 
who needed it most. These were often 
the poor, minorities and the elderly. 
Jim’s legislative record reflected his 
life’s experiences. When he retired from 
the State Senate, he was a role model 
for elected officials of both parties. I 
include myself as being one who looks 
to Jim Richardson not on the issues of 
the day, but on the manner in which we 
conduct ourselves in the daily business 
of serving the people who elected us. 

Again, you would think this would be 
enough public service for most people. 
Not for Jim. He returned from the 
State Legislature to Charlotte and was 
elected as a Mecklenburg County Com-
missioner. I came to know him during 
this his third career. When I called on 
him for advice and counsel, he opened 
the wealth of his life’s experiences to 
me. He also opened his home where I 
stayed during my campaign for the 
Senate seat. I learned from the man 
and about him. He and his wife Mary 
are revered for so many of their con-
tributions to the community. Chief 
among them is their work on HIV/AIDS 
awareness among young people. Their 
hope is to save lives and spare families 
the experience of losing a loved one to 
this dreaded disease. 

There being no objection the bill was 
ordered to be printed in the RECORD, as 
follows:

S. 743
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. DESIGNATION OF JIM RICHARDSON 

POST OFFICE BUILDING. 
The building that houses operations of the 

University Park United States Postal Serv-
ice, located at 2127 Beattys Ford Road, in 
Charlotte, North Carolina (or any other 
building to which the University Park 
United States Postal Service may relocate 

after the date of enactment of this Act), 
shall be known and designated as the ‘‘Jim 
Richardson Post Office Building’’. 
SEC. 2. REFERENCES. 

Any reference in a law, map, regulation, 
document, paper, or other record of the 
United States to the annex to the building 
referred to in section 1 shall be deemed to be 
a reference to the Jim Richardson Post Of-
fice Building.

By Mrs. FEINSTEIN: 
S. 745. A bill to require the consent of 

an individual prior to the sale and mar-
keting of such individual’s personally 
identifiable information, and for other 
purposes; to the Committee on the Ju-
diciary.

Mrs. FEINSTEIN. Mr. President, I 
am pleased to introduce the ‘‘Privacy 
Act of 2003.’’ 

This legislation would establish, for 
the first time, a comprehensive na-
tional system of privacy protection. 

It would: require companies to gain 
consumers’ written consent prior to 
selling their most sensitive personal 
information including personal health 
information, financial information, So-
cial Security numbers, and drivers’ li-
cense data; and require companies to 
provide consumers’ notice and an op-
portunity to refuse to allow their less 
sensitive personal information to be 
sold. 

Simply put, this legislation would 
give consumers more control over how 
their personal information is used. 

The personal information of today’s 
consumer is too vulnerable to abuse. 
With access to sensitive data so widely 
available—often just at the touch of a 
keyboard—it is easy to understand why 
identity theft has become one of the 
country’s fastest growing crimes. 

Recent statistics on the growth of 
identity theft suggest we have no time 
to waste in protecting personal pri-
vacy. 

Identity theft is the number one con-
sumer complaint reported to the Fed-
eral Trade Commission. American con-
sumers filed approximately 163,000 
identity theft complaints with the FTC 
in 2002. Fully 43 percent of all the com-
plaints the FTC receives are about 
identity theft. 

An estimated 700,000 cases of identity 
theft occur each year. The average vic-
tim spends an average of 175 hours over 
a two-year period clearing off an aver-
age of $17,000 fraud off their credit re-
ports. 

My own State, California, has more 
victims than any other state. The FTC 
recorded 30,738 identity theft cases last 
year from California consumers alone. 

While modern technology has in-
creased the threat to personal security 
and privacy, the protections for indi-
vidual privacy have not kept pace. Our 
country’s privacy laws form an incom-
plete and inconsistent patchwork. 

For example, Americans enjoy the 
highest level of privacy protection con-
cerning the names of the movies they 
rent at a video store. But, at the same 
time, it is perfectly legal to sell an-
other person’s Social Security number 
over the Internet. 

The Privacy Act would establish a 
Federal privacy standard that adjusts 
the level of privacy protection accord-
ing to the sensitivity of the informa-
tion at issue. 

The legislation provides the highest 
level of protection for a person’s most 
sensitive data—personal financial data, 
health data, driver’s license informa-
tion, and Social Security numbers. 

For this sensitive data, the bill gives 
the individual ultimate control over 
whether or not his or her information 
is shared. If an individual does not ac-
tively decide to permit sharing of per-
sonal data, the data is not disclosed. 

Specifically, this legislation tightens 
the privacy provisions of the Financial 
Services Modernization Act, commonly 
known as the Gramm-Leach-Bliley 
Act. Under Gramm-Leach-Bliley, a 
bank can share a customer’s personal 
information with other companies so 
long as it gives consumers notice and 
the right to opt-out of the data shar-
ing. 

The problem with opt-out is that 
most people toss out their privacy no-
tices from banks along with the rest of 
the unrelenting pile of commercial so-
licitations they receive. Since the pas-
sage of Gramm-Leach-Bliley, banks 
have sent out over one billion privacy 
notices. 

According to available published in-
formation, fewer than 5 percent of 
bank customers have opted out of shar-
ing their personal information, and for 
many financial institutions, the re-
sponse rate has been less than one per-
cent.

It is not surprising that consumers 
do not respond overwhelmingly to 
these notices, since, by some esti-
mates, the average American house-
hold received a dozen of these notices. 
A consumer should not have the burden 
of constantly monitoring how his or 
her most sensitive personal informa-
tion is shared with other companies. 

Accordingly, the Privacy Act pro-
hibits the sale or disclosure of sensitive 
personal financial information to third 
parties unless the consumer affirma-
tively consents or opts in. 

This legislation also toughens Fed-
eral financial privacy laws for affiliate 
sharing and joint marketing. An affil-
iate is a company that is linked by 
common ownership with another com-
pany. Under Federal law, a bank can 
share with affiliates or joint marketing 
partners regardless of whether the con-
sumer wants this information shared. 

The Privacy Act of 2003 would require 
that banks give consumers the option 
of opting out of the sharing of their 
personal financial information with the 
bank’s affiliates or joint partners. 

Some banks argue that affiliates are 
just branches of an organization, and a 
bank should for efficiency purposes be 
able to share data within the entire or-
ganization. In an era where a bank had 
one or two affiliates, that might be 
true. 

But, now, some companies are so big 
that if a customer has no control over 
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affiliate sharing, then the customer is 
unable to prevent the disclosure of 
their data to hundreds of companies. 
For example, in recent testimony be-
fore Congress, U.S. PIRG reported that 
Citibank has 2,761 affiliates, Key Bank 
had 871 affiliates, and Bank of America 
has 1,576 affiliates. 

Similarly, a customer must be able 
to restrict a bank’s sharing of personal 
information with its joint venture 
partners if the customer wants to 
maintain control over his personal in-
formation. 

I would also like to describe several 
other key components of the financial 
privacy section. 

The bill prohibits banks from deny-
ing a customer a financial product or 
financial service just because the cus-
tomer chooses to not disclose his per-
sonal information to third parties, af-
filiates, or joint venture partners. How-
ever, the bill does allow banks to offer 
incentives to customers to encourage 
them to permit the sharing of their 
personal information. 

Additionally, the bill permits banks 
to disclose, but not sell, personal infor-
mation to third parties for vital public 
interest purposes such as identifying or 
locating missing and abducted chil-
dren, witnesses, criminals and fugi-
tives, parents delinquent in child sup-
port payments, organ and bone marrow 
donors, pension fund beneficiaries, and 
missing heirs. 

Just as with financial data, personal 
health data deserves the most strin-
gent privacy protections. 

The recently adopted Department of 
Health and Human Services privacy 
regulations set a basic opt-in frame-
work for disclosure of health informa-
tion. But more can be done to protect 
patient privacy. 

The regulations only prohibit ‘‘cov-
ered entities’’—namely health insurers, 
health providers, and health care clear-
inghouses—from selling a patient’s 
health information without that pa-
tient’s prior consent. 

Meanwhile, non-covered entities such 
as business associates, health research-
ers, schools or universities, and life in-
surers are not subject to this opt-in re-
quirement, except through contractual 
arrangements. 

This legislation would preserve the 
privacy of health information wherever 
the information is sold. Any business 
associate, life insurer, school or non-
covered entity trying to sell or market 
protected health information would, 
like covered entities, have to get the 
patient’s prior consent. 

Drivers’ license data also is given the 
strongest level of protection under this 
bill. 

With its recent amendments, the 
Driver’s Privacy Protection Act, 
DPPA, offers some meaningful protec-
tions for drivers privacy. 

For example, under the DPPA, a 
State Department of Motor Vehicles 
must obtain the prior consent, Opt-in, 
of the driver before ‘‘highly sensitive 
information’’—defined as the driver’s 

photograph, image, Social Security 
number, medical or disability informa-
tion—can be disclosed to a third party. 

However, loopholes remain. Other 
sensitive information found on a driv-
er’s license deserves equal protection. 

The Privacy Act would expand the 
definition of ‘‘highly sensitive informa-
tion’’ to include a physical copy of a 
driver’s license, the driver identifica-
tion number, birth date, information 
on the driver’s physical characteristics 
and any biometric identifiers, such as a 
fingerprint, that are found on the driv-
er’s license. 

Thus, this bill would ensure con-
sumers have control over how their 
motor vehicle records and driver’s li-
cense data are used. 

I would like to take a moment to 
highlight the Social Security number 
section of the privacy bill, which re-
flects over four years of negotiation 
with Senator HATCH, Senator GREGG, 
Senator GRASSLEY, Senator BAUCUS, 
and other Senate colleagues. I have 
also introduced this section as a stand-
alone bill, Senate bill 228. 

It is crucial to protect Social Secu-
rity numbers because the numbers are 
the key to a person’s identity. Many 
identity theft cases start with the 
theft of a Social Security number. 
Once a thief has access to a victim’s 
Social Security number, it is only a 
short step to acquiring credit cards, 
driver’s licenses, or other crucial iden-
tification documents. 

Not surprisingly, members of the 
public have flooded our Federal agen-
cies with pleas for assistance. Reports 
to the Social Security Administration 
of Social Security number misuse have 
increased from 7,868 in 1997 to 73,000 in 
2002—an astonishing increase of over 
800%. 

The Feinstein/Gregg compromise 
bars the sale or display of Social Secu-
rity numbers to the public except in a 
very narrow set of circumstances. 

Display or sale is permitted if the So-
cial Security number holder consents 
or if there are compelling public safety 
needs. 

Government entities will have to re-
dact Social Security numbers from 
electronic records that are readily 
available to the public on the Internet. 

Moreover, State governments will no 
longer be permitted to use the Social 
Security number as the default driver’s 
license number.

The legislation, however, recognizes 
that some industries rely on Social Se-
curity numbers to exchange informa-
tion between databases and complete 
identification verification necessary 
for certain transactions. 

Thus, the bill directs the Attorney 
General to develop regulations allow-
ing for the sale or purchase of Social 
Security Numbers to facilitate busi-
ness-to-business and business-to-gov-
ernment transactions so long as busi-
nesses put appropriate safeguards in 
place and do not permit public access 
to the number. 

Recognizing that not all personal in-
formation merits the same restric-

tions, the bill permits businesses to 
collect and sell nonsensitive personal 
information, e.g., name, phone number, 
address, to third parties so long as they 
give customers notice and the oppor-
tunity to opt-out of the sale. 

The opt-out standard for non-sen-
sitive information means that if a per-
son fills out a warranty card, signs up 
for a computer service, or submits an 
entry for a sweepstakes, the business 
must notify him before it sells his per-
sonal information to other businesses 
or marketers. 

This framework guarantees basic pri-
vacy protections for consumers with-
out unduly impacting commerce. 

To further minimize the regulatory 
burden of these privacy rules, the bill 
sets up a safe harbor so that industries 
and industry-sponsored seal programs 
which have already adopted Notice-
and-Opt Out information policies, will 
be exempt from the regulatory require-
ments of the legislation. 

To ensure uniformity of the laws 
across all 50 states, the bill preempts 
inconsistent state laws regarding the 
treatment of non-sensitive informa-
tion. 

A jumbled patchwork of State pri-
vacy laws helps neither businesses nor 
consumers. Consumers will have con-
fused expectations about what informa-
tion is protected. 

Another distinguishing char-
acteristic of the Privacy Act of 2003 is 
that it protects the privacy of informa-
tion regardless of the medium through 
which it is collected. 

Other privacy proposals have tried to 
confine privacy legislation to the 
Internet. 

These proposals unfairly discrimi-
nate against high technology users. 
Put simply, companies and other enti-
ties can misuse personal information 
from off-line sources just as easily as 
with on-line sources. 

For example, telemarketers who be-
siege consumers with phone calls dur-
ing the dinner hour do not typically 
get customer information from the 
Internet. Much of the identifying infor-
mation used to make these calls comes 
from consumers filling out and mailing 
back warranty and registration cards. 

Regardless of how information is col-
lected, it should get equal protection. 

This legislation codifies steps Con-
gress can take to protect citizens from 
identity thieves and other predators of 
personal information. 

It restores to an individual more con-
trol over his or her most sensitive per-
sonal information such as Social Secu-
rity numbers, health information, and 
financial information. It also sets rea-
sonable guidelines for businesses that 
handle our personal information every 
day. 

A byproduct of our information econ-
omy—personal information is much 
more vulnerable to exploitation than 
ever before. 

Every American has a fundamental 
right to privacy, no matter how fast 
our technology grows or changes. A 
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person should be able to have control 
over how their most sensitive personal 
information is used. 

But our right to privacy only will re-
main vital, if we take strong action to 
protect it. 

I ask unanimous consent that the 
text of the legislation be printed in the 
RECORD. 

I look forward to working with my 
colleagues to enact the Privacy Act of 
2003.

There being no objection, the bill was 
ordered to be printed in the RECORD, as 
follows:

S. 745
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Privacy Act of 2003’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows:
Sec. 1. Short title; table of contents. 
TITLE I—COMMERCIAL SALE AND MAR-

KETING OF PERSONALLY IDENTIFI-
ABLE INFORMATION 

Sec. 101. Collection and distribution of per-
sonally identifiable informa-
tion. 

Sec. 102. Enforcement. 
Sec. 103. Safe harbor. 
Sec. 104. Definitions. 
Sec. 105. Preemption. 
Sec. 106. Effective Date. 

TITLE II—SOCIAL SECURITY NUMBER 
MISUSE PREVENTION 

Sec. 201. Findings. 
Sec. 202. Prohibition of the display, sale, or 

purchase of social security 
numbers. 

Sec. 203. Application of prohibition of the 
display, sale, or purchase of so-
cial security numbers to public 
records. 

Sec. 204. Rulemaking authority of the At-
torney General. 

Sec. 205. Treatment of social security num-
bers on government documents. 

Sec. 206. Limits on personal disclosure of a 
social security number for con-
sumer transactions. 

Sec. 207. Extension of civil monetary pen-
alties for misuse of a social se-
curity number. 

Sec. 208. Criminal penalties for the misuse 
of a social security number. 

Sec. 209. Civil actions and civil penalties. 
Sec. 210. Federal injunctive authority. 
TITLE III—LIMITATIONS ON SALE AND 

SHARING OF NONPUBLIC PERSONAL FI-
NANCIAL INFORMATION 

Sec. 301. Definition of sale. 
Sec. 302. Rules applicable to sale of non-

public personal information. 
Sec. 303. Exceptions to disclosure prohibi-

tion. 
Sec. 304. Conforming amendments. 
Sec. 305. Regulatory authority. 
Sec. 306. Effective date. 
TITLE IV—LIMITATIONS ON THE PROVI-

SION OF PROTECTED HEALTH INFOR-
MATION 

Sec. 401. Definitions. 
Sec. 402. Prohibition against selling pro-

tected health information. 
Sec. 403. Authorization for sale or mar-

keting of protected health in-
formation by noncovered enti-
ties. 

Sec. 404. Prohibition against retaliation. 
Sec. 405. Rule of construction. 

Sec. 406. Regulations. 
Sec. 407. Enforcement. 

TITLE V—DRIVER’S LICENSE PRIVACY 
Sec. 501. Driver’s license privacy. 

TITLE VI—MISCELLANEOUS 
Sec. 601. Enforcement by State Attorneys 

General. 
Sec. 602. Federal injunctive authority.
TITLE I—COMMERCIAL SALE AND MAR-

KETING OF PERSONALLY IDENTIFIABLE 
INFORMATION 

SEC. 101. COLLECTION AND DISTRIBUTION OF 
PERSONALLY IDENTIFIABLE INFOR-
MATION. 

(a) PROHIBITION.—
(1) IN GENERAL.—It is unlawful for a com-

mercial entity to collect personally identifi-
able information and disclose such informa-
tion to any nonaffiliated third party for mar-
keting purposes or sell such information to 
any nonaffiliated third party, unless the 
commercial entity provides—

(A) notice to the individual to whom the 
information relates in accordance with the 
requirements of subsection (b); and 

(B) an opportunity for such individual to 
restrict the disclosure or sale of such infor-
mation. 

(2) EXCEPTION.—A commercial entity may 
collect personally identifiable information 
and use such information to market to po-
tential customers such entity’s product. 

(b) NOTICE.—
(1) IN GENERAL.—A notice under subsection 

(a) shall contain statements describing the 
following: 

(A) The identity of the commercial entity 
collecting the personally identifiable infor-
mation. 

(B) The types of personally identifiable in-
formation that are being collected on the in-
dividual. 

(C) How the commercial entity may use 
such information. 

(D) A description of the categories of po-
tential recipients of such personally identifi-
able information. 

(E) Whether the individual is required to 
provide personally identifiable information 
in order to do business with the commercial 
entity. 

(F) How an individual may decline to have 
such personally identifiable information 
used or sold as described in subsection (a). 

(2) TIME OF NOTICE.—Notice shall be con-
veyed prior to the sale or use of the person-
ally identifiable information as described in 
subsection (a) in such a manner as to allow 
the individual a reasonable period of time to 
consider the notice and limit such sale or 
use. 

(3) MEDIUM OF NOTICE.—The medium for 
providing notice must be—

(A) the same medium in which the person-
ally identifiable information is or will be 
collected, or a medium approved by the indi-
vidual; or 

(B) in the case of oral communication, no-
tice may be conveyed orally or in writing. 

(4) FORM OF NOTICE.—The notice shall be 
clear and conspicuous. 

(c) OPT-OUT.—
(1) OPPORTUNITY TO OPT-OUT OF SALE OR 

MARKETING.—The opportunity provided to 
limit the sale of personally identifiable in-
formation to nonaffiliated third parties or 
the disclosure of such information for mar-
keting purposes, shall be easy to use, acces-
sible and available in the medium the infor-
mation is collected, or in a medium approved 
by the individual. 

(2) DURATION OF LIMITATION.—An individ-
ual’s limitation on the sale or marketing of 
personally identifiable information shall be 
considered permanent, unless otherwise spec-
ified by the individual. 

(3) REVOCATION OF CONSENT.—After an indi-
vidual grants consent to the use of that indi-
vidual’s personally identifiable information, 
the individual may revoke the consent at 
any time, except to the extent that the com-
mercial entity has taken action in reliance 
thereon. The commercial entity shall pro-
vide the individual an opportunity to revoke 
consent that is easy to use, accessible, and 
available in the medium the information was 
or is collected. 

(4) NOT APPLICABLE.—This section shall not 
apply to disclosure of personally identifiable 
information—

(A) that is necessary to facilitate a trans-
action specifically requested by the con-
sumer; 

(B) is used for the sole purpose of facili-
tating this transaction; and 

(C) in which the entity receiving or obtain-
ing such information is limited, by contract, 
to use such formation for the purpose of 
completing the transaction. 
SEC. 102. ENFORCEMENT. 

(a) IN GENERAL.—In accordance with the 
provisions of this section, the Federal Trade 
Commission shall have the authority to en-
force any violation of section 101 of this Act. 

(b) VIOLATIONS.—The Federal Trade Com-
mission shall treat a violation of section 101 
as a violation of a rule under section 
18a(a)(1)(B) of the Federal Trade Commission 
Act (15 U.S.C. 57a(a)(1)(B)). 

(c) TRANSFER OF ENFORCEMENT AUTHOR-
ITY.—The Federal Trade Commission shall 
promulgate rules in accordance with section 
553 of title 5, United States Code, allowing 
for the transfer of enforcement authority 
from the Federal Trade Commission to a 
Federal agency regarding section 101 of this 
Act. The Federal Trade Commission may 
permit a Federal agency to enforce any vio-
lation of section 101 if such agency submits 
a written request to the Commission to en-
force such violations and includes in such re-
quest—

(1) a description of the entities regulated 
by such agency that will be subject to the 
provisions of section 101; 

(2) an assurance that such agency has suffi-
cient authority over the entities to enforce 
violations of section 101; and 

(3) a list of proposed rules that such agency 
shall use in regulating such entities and en-
forcing section 101. 

(d) ACTIONS BY THE COMMISSION.—Absent 
transfer of enforcement authority to a Fed-
eral agency under subsection (c), the Federal 
Trade Commission shall prevent any person 
from violating section 101 in the same man-
ner, by the same means, and with the same 
jurisdiction, powers, and duties as provided 
to such Commission under the Federal Trade 
Commission Act (15 U.S.C. 41 et seq.). Any 
entity that violates section 101 is subject to 
the penalties and entitled to the privileges 
and immunities provided in such Act in the 
same manner, by the same means, and with 
the same jurisdiction, power, and duties 
under such Act. 

(e) RELATIONSHIP TO OTHER LAWS.—
(1) COMMISSION AUTHORITY.—Nothing con-

tained in this title shall be construed to 
limit authority provided to the Commission 
under any other law. 

(2) COMMUNICATIONS ACT.—Nothing in sec-
tion 101 requires an operator of a website to 
take any action that is inconsistent with the 
requirements of section 222 or 631 of the 
Communications Act of 1934 (47 U.S.C. 222 
and 5551). 

(3) OTHER ACTS.—Nothing in this title is in-
tended to affect the applicability or the en-
forceability of any provision of, or any 
amendment made by—

(A) the Children’s Online Privacy Protec-
tion Act of 1998 (15 U.S.C. 6501 et seq.); 

VerDate Jan 31 2003 01:43 Apr 01, 2003 Jkt 019060 PO 00000 Frm 00021 Fmt 0624 Sfmt 0634 E:\CR\FM\G31MR6.038 S31PT1



CONGRESSIONAL RECORD — SENATES4562 March 31, 2003
(B) title V of the Gramm-Leach-Bliley Act; 
(C) the Health Insurance Portability and 

Accountability Act of 1996; or 
(D) the Fair Credit Reporting Act. 
(f) PUBLIC RECORDS.—Nothing in this title 

shall be construed to restrict commercial en-
tities from obtaining or disclosing person-
ally identifying information from public 
records. 

(g) CIVIL PENALTIES.—In addition to any 
other penalty applicable to a violation of 
section 101(a), a penalty of up to $25,000 may 
be issued for each violation. 

(h) ENFORCEMENT REGARDING PROGRAMS.—
(1) IN GENERAL.—A Federal agency or de-

partment providing financial assistance to 
any entity required to comply with section 
101 of this Act shall issue regulations requir-
ing that such entity comply with such sec-
tion or forfeit some or all of such assistance. 
Such regulations shall prescribe sanctions 
for noncompliance, require that such depart-
ment or agency provide notice of failure to 
comply with such section prior to any action 
being taken against such recipient, and re-
quire that a determination be made prior to 
any action being taken against such recipi-
ent that compliance cannot be secured by 
voluntary means. 

(2) FEDERAL FINANCIAL ASSISTANCE.—The 
term ‘‘Federal financial assistance’’ means 
assistance through a grant, cooperative 
agreement, loan, or contract other than a 
contract of insurance or guaranty. 
SEC. 103. SAFE HARBOR. 

A commercial entity may not be held to 
have violated any provision of this title if 
such entity complies with self-regulatory 
guidelines that—

‘‘(1) are issued by seal programs or rep-
resentatives of the marketing or online in-
dustries or by any other person; and 

‘‘(2) are approved by the Federal Trade 
Commission, after public comment has been 
received on such guidelines by the Commis-
sion, as meeting the requirements of this 
title. 
SEC. 104. DEFINITIONS. 

In this title: 
(1) COMMERCIAL ENTITY.—The term ‘‘com-

mercial entity’’—
(A) means any person offering products or 

services involving commerce—
(i) among the several States or with 1 or 

more foreign nations; 
(ii) in any territory of the United States or 

in the District of Columbia, or between any 
such territory and—

(I) another such territory; or 
(II) any State or foreign nation; or 
(iii) between the District of Columbia and 

any State, territory, or foreign nation; and 
(B) does not include—
(i) any nonprofit entity that would other-

wise be exempt from coverage under section 
5 of the Federal Trade Commission Act (15 
U.S.C. 45); 

(ii) any financial institution that is subject 
to title V of the Gramm-Leach-Bliley Act (15 
U.S.C. 6801 et seq.); or 

(iii) any group health plan, health insur-
ance issuer, or other entity that is subject to 
the Health Insurance Portability and Ac-
countability Act of 1996 (42 U.S.C. 201 note). 

(2) COMMISSION.—The term ‘‘Commission’’ 
means the Federal Trade Commission. 

(3) INDIVIDUAL.—The term ‘‘individual’’ 
means a person whose personally identifying 
information has been, is, or will be collected 
by a commercial entity. 

(4) MARKETING.—The term ‘‘marketing’’ 
means to make a communication about a 
product or service a purpose of which is to 
encourage recipients of the communication 
to purchase or use the product or service. 

(5) MEDIUM.—The term ‘‘medium’’ means 
any channel or system of communication in-

cluding oral, written, and online commu-
nication. 

(6) NONAFFILIATED THIRD PARTY.—The term 
‘‘nonaffiliated third party’’ means any entity 
that is not related by common ownership or 
affiliated by corporate control with, the 
commercial entity, but does not include a 
joint employee of such institution. 

(7) PERSONALLY IDENTIFIABLE INFORMA-
TION.—The term ‘‘personally identifiable in-
formation’’ means individually identifiable 
information about the individual that is col-
lected including—

(A) a first, middle, or last name, whether 
given at birth or adoption, assumed, or le-
gally changed; 

(B) a home or other physical address, in-
cluding the street name, zip code, and name 
of a city or town; 

(C) an e-mail address; 
(D) a telephone number; 
(E) a photograph or other form of visual 

identification; 
(F) a birth date, birth certificate number, 

or place of birth for that person; or 
(G) information concerning the individual 

that is combined with any other identifier in 
this paragraph. 

(8) SALE; SELL; SOLD.—The terms ‘‘sale’’, 
‘‘sell’’, and ‘‘sold’’, with respect to person-
ally identifiable information, mean the ex-
changing of such information for any thing 
of value, directly or indirectly, including the 
licensing, bartering, or renting of such infor-
mation. 

(9) WRITING.—The term ‘‘writing’’ means 
writing in either a paper-based or computer-
based form, including electronic and digital 
signatures. 
SEC. 105. PREEMPTION. 

The provisions of this title shall supersede 
any statutory and common law of States and 
their political subdivisions insofar as that 
law may now or hereafter relate to the—

(1) collection and disclosure of personally 
identifiable information for marketing pur-
poses; and 

(2) collection and sale of personally identi-
fiable information. 
SEC. 106. EFFECTIVE DATE. 

This title and the amendments made by 
this title shall take effect 1 year after the 
date of enactment of this Act. 

TITLE II—SOCIAL SECURITY NUMBER 
MISUSE PREVENTION 

SEC. 201. FINDINGS. 
Congress makes the following findings: 
(1) The inappropriate display, sale, or pur-

chase of social security numbers has contrib-
uted to a growing range of illegal activities, 
including fraud, identity theft, and, in some 
cases, stalking and other violent crimes. 

(2) While financial institutions, health care 
providers, and other entities have often used 
social security numbers to confirm the iden-
tity of an individual, the general display to 
the public, sale, or purchase of these num-
bers has been used to commit crimes, and 
also can result in serious invasions of indi-
vidual privacy. 

(3) The Federal Government requires vir-
tually every individual in the United States 
to obtain and maintain a social security 
number in order to pay taxes, to qualify for 
social security benefits, or to seek employ-
ment. An unintended consequence of these 
requirements is that social security numbers 
have become one of the tools that can be 
used to facilitate crime, fraud, and invasions 
of the privacy of the individuals to whom the 
numbers are assigned. Because the Federal 
Government created and maintains this sys-
tem, and because the Federal Government 
does not permit individuals to exempt them-
selves from those requirements, it is appro-
priate for the Federal Government to take 

steps to stem the abuse of social security 
numbers. 

(4) The display, sale, or purchase of social 
security numbers in no way facilitates unin-
hibited, robust, and wide-open public debate, 
and restrictions on such display, sale, or pur-
chase would not affect public debate. 

(5) No one should seek to profit from the 
display, sale, or purchase of social security 
numbers in circumstances that create a sub-
stantial risk of physical, emotional, or finan-
cial harm to the individuals to whom those 
numbers are assigned. 

(6) Consequently, this title provides each 
individual that has been assigned a social se-
curity number some degree of protection 
from the display, sale, and purchase of that 
number in any circumstance that might fa-
cilitate unlawful conduct. 
SEC. 202. PROHIBITION OF THE DISPLAY, SALE, 

OR PURCHASE OF SOCIAL SECURITY 
NUMBERS. 

(a) PROHIBITION.—
(1) IN GENERAL.—Chapter 47 of title 18, 

United States Code, is amended by inserting 
after section 1028 the following: 

‘‘§ 1028A. Prohibition of the display, sale, or 
purchase of social security numbers 
‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) DISPLAY.—The term ‘display’ means to 

intentionally communicate or otherwise 
make available (on the Internet or in any 
other manner) to the general public an indi-
vidual’s social security number. 

‘‘(2) PERSON.—The term ‘person’ means any 
individual, partnership, corporation, trust, 
estate, cooperative, association, or any other 
entity. 

‘‘(3) PURCHASE.—The term ‘purchase’ 
means providing directly or indirectly, any-
thing of value in exchange for a social secu-
rity number. 

‘‘(4) SALE.—The term ‘sale’ means obtain-
ing, directly or indirectly, anything of value 
in exchange for a social security number. 

‘‘(5) STATE.—The term ‘State’ means any 
State of the United States, the District of 
Columbia, Puerto Rico, the Northern Mar-
iana Islands, the United States Virgin Is-
lands, Guam, American Samoa, and any ter-
ritory or possession of the United States. 

‘‘(b) LIMITATION ON DISPLAY.—Except as 
provided in section 1028B, no person may dis-
play any individual’s social security number 
to the general public without the affirma-
tively expressed consent of the individual. 

‘‘(c) LIMITATION ON SALE OR PURCHASE.—
Except as otherwise provided in this section, 
no person may sell or purchase any individ-
ual’s social security number without the af-
firmatively expressed consent of the indi-
vidual. 

‘‘(d) PREREQUISITES FOR CONSENT.—In order 
for consent to exist under subsection (b) or 
(c), the person displaying or seeking to dis-
play, selling or attempting to sell, or pur-
chasing or attempting to purchase, an indi-
vidual’s social security number shall—

‘‘(1) inform the individual of the general 
purpose for which the number will be used, 
the types of persons to whom the number 
may be available, and the scope of trans-
actions permitted by the consent; and 

‘‘(2) obtain the affirmatively expressed 
consent (electronically or in writing) of the 
individual. 

‘‘(e) EXCEPTIONS.—Nothing in this section 
shall be construed to prohibit or limit the 
display, sale, or purchase of a social security 
number—

‘‘(1) required, authorized, or excepted 
under any Federal law; 

‘‘(2) for a public health purpose, including 
the protection of the health or safety of an 
individual in an emergency situation; 

‘‘(3) for a national security purpose; 
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‘‘(4) for a law enforcement purpose, includ-

ing the investigation of fraud and the en-
forcement of a child support obligation; 

‘‘(5) if the display, sale, or purchase of the 
number is for a use occurring as a result of 
an interaction between businesses, govern-
ments, or business and government (regard-
less of which entity initiates the inter-
action), including, but not limited to—

‘‘(A) the prevention of fraud (including 
fraud in protecting an employee’s right to 
employment benefits); 

‘‘(B) the facilitation of credit checks or the 
facilitation of background checks of employ-
ees, prospective employees, or volunteers; 

‘‘(C) the retrieval of other information 
from other businesses, commercial enter-
prises, government entities, or private non-
profit organizations; or 

‘‘(D) when the transmission of the number 
is incidental to, and in the course of, the 
sale, lease, franchising, or merger of all, or a 
portion of, a business; 

‘‘(6) if the transfer of such a number is part 
of a data matching program involving a Fed-
eral, State, or local agency; or 

‘‘(7) if such number is required to be sub-
mitted as part of the process for applying for 
any type of Federal, State, or local govern-
ment benefit or program;
except that, nothing in this subsection shall 
be construed as permitting a professional or 
commercial user to display or sell a social 
security number to the general public. 

‘‘(f) LIMITATION.—Nothing in this section 
shall prohibit or limit the display, sale, or 
purchase of social security numbers as per-
mitted under title V of the Gramm-Leach-
Bliley Act, or for the purpose of affiliate 
sharing as permitted under the Fair Credit 
Reporting Act, except that no entity regu-
lated under such Acts may make social secu-
rity numbers available to the general public, 
as may be determined by the appropriate 
regulators under such Acts. For purposes of 
this subsection, the general public shall not 
include affiliates or unaffiliated third-party 
business entities as may be defined by the 
appropriate regulators.’’. 

(2) CONFORMING AMENDMENT.—The chapter 
analysis for chapter 47 of title 18, United 
States Code, is amended by inserting after 
the item relating to section 1028 the fol-
lowing:
‘‘1028A. Prohibition of the display, sale, or 

purchase of social security 
numbers.’’.

(b) STUDY; REPORT.—
(1) IN GENERAL.—The Attorney General 

shall conduct a study and prepare a report on 
all of the uses of social security numbers 
permitted, required, authorized, or excepted 
under any Federal law. The report shall in-
clude a detailed description of the uses al-
lowed as of the date of enactment of this Act 
and shall evaluate whether such uses should 
be continued or discontinued by appropriate 
legislative action. 

(2) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Attor-
ney General shall report to Congress findings 
under this subsection. The report shall in-
clude such recommendations for legislation 
based on criteria the Attorney General de-
termines to be appropriate. 

(c) EFFECTIVE DATE.—The amendments 
made by this section shall take effect on the 
date that is 30 days after the date on which 
the final regulations promulgated under sec-
tion 5 are published in the Federal Register. 
SEC. 203. APPLICATION OF PROHIBITION OF THE 

DISPLAY, SALE, OR PURCHASE OF 
SOCIAL SECURITY NUMBERS TO 
PUBLIC RECORDS. 

(a) PUBLIC RECORDS EXCEPTION.—
(1) IN GENERAL.—Chapter 47 of title 18, 

United States Code (as amended by section 

3(a)(1)), is amended by inserting after section 
1028A the following: 
‘‘§ 1028B. Display, sale, or purchase of public 

records containing social security numbers 
‘‘(a) DEFINITION.—In this section, the term 

‘public record’ means any governmental 
record that is made available to the general 
public. 

‘‘(b) IN GENERAL.—Except as provided in 
subsections (c), (d), and (e), section 1028A 
shall not apply to a public record. 

‘‘(c) PUBLIC RECORDS ON THE INTERNET OR IN 
AN ELECTRONIC MEDIUM.—

‘‘(1) IN GENERAL.—Section 1028A shall apply 
to any public record first posted onto the 
Internet or provided in an electronic medium 
by, or on behalf of a government entity after 
the date of enactment of this section, except 
as limited by the Attorney General in ac-
cordance with paragraph (2). 

‘‘(2) EXCEPTION FOR GOVERNMENT ENTITIES 
ALREADY PLACING PUBLIC RECORDS ON THE 
INTERNET OR IN ELECTRONIC FORM.—Not later 
than 60 days after the date of enactment of 
this section, the Attorney General shall 
issue regulations regarding the applicability 
of section 1028A to any record of a category 
of public records first posted onto the Inter-
net or provided in an electronic medium by, 
or on behalf of a government entity prior to 
the date of enactment of this section. The 
regulations will determine which individual 
records within categories of records of these 
government entities, if any, may continue to 
be posted on the Internet or in electronic 
form after the effective date of this section. 
In promulgating these regulations, the At-
torney General may include in the regula-
tions a set of procedures for implementing 
the regulations and shall consider the fol-
lowing: 

‘‘(A) The cost and availability of tech-
nology available to a governmental entity to 
redact social security numbers from public 
records first provided in electronic form 
after the effective date of this section.

‘‘(B) The cost or burden to the general pub-
lic, businesses, commercial enterprises, non-
profit organizations, and to Federal, State, 
and local governments of complying with 
section 1028A with respect to such records. 

‘‘(C) The benefit to the general public, 
businesses, commercial enterprises, non-
profit organizations, and to Federal, State, 
and local governments if the Attorney Gen-
eral were to determine that section 1028A 
should apply to such records.

Nothing in the regulation shall permit a pub-
lic entity to post a category of public records 
on the Internet or in electronic form after 
the effective date of this section if such cat-
egory had not been placed on the Internet or 
in electronic form prior to such effective 
date. 

‘‘(d) HARVESTED SOCIAL SECURITY NUM-
BERS.—Section 1028A shall apply to any pub-
lic record of a government entity which con-
tains social security numbers extracted from 
other public records for the purpose of dis-
playing or selling such numbers to the gen-
eral public. 

‘‘(e) ATTORNEY GENERAL RULEMAKING ON 
PAPER RECORDS.—

‘‘(1) IN GENERAL.—Not later than 60 days 
after the date of enactment of this section, 
the Attorney General shall determine the 
feasibility and advisability of applying sec-
tion 1028A to the records listed in paragraph 
(2) when they appear on paper or on another 
nonelectronic medium. If the Attorney Gen-
eral deems it appropriate, the Attorney Gen-
eral may issue regulations applying section 
1028A to such records. 

‘‘(2) LIST OF PAPER AND OTHER NONELEC-
TRONIC RECORDS.—The records listed in this 
paragraph are as follows: 

‘‘(A) Professional or occupational licenses. 

‘‘(B) Marriage licenses. 
‘‘(C) Birth certificates. 
‘‘(D) Death certificates. 
‘‘(E) Other short public documents that 

display a social security number in a routine 
and consistent manner on the face of the 
document. 

‘‘(3) CRITERIA FOR ATTORNEY GENERAL RE-
VIEW.—In determining whether section 1028A 
should apply to the records listed in para-
graph (2), the Attorney General shall con-
sider the following: 

‘‘(A) The cost or burden to the general pub-
lic, businesses, commercial enterprises, non-
profit organizations, and to Federal, State, 
and local governments of complying with 
section 1028A. 

‘‘(B) The benefit to the general public, 
businesses, commercial enterprises, non-
profit organizations, and to Federal, State, 
and local governments if the Attorney Gen-
eral were to determine that section 1028A 
should apply to such records.’’. 

(2) CONFORMING AMENDMENT.—The chapter 
analysis for chapter 47 of title 18, United 
States Code (as amended by section 
202(a)(2)), is amended by inserting after the 
item relating to section 1028A the following:
‘‘1028B. Display, sale, or purchase of public 

records containing social secu-
rity numbers.’’.

(b) STUDY AND REPORT ON SOCIAL SECURITY 
NUMBERS IN PUBLIC RECORDS.—

(1) STUDY.—The Comptroller General of the 
United States shall conduct a study and pre-
pare a report on social security numbers in 
public records. In developing the report, the 
Comptroller General shall consult with the 
Administrative Office of the United States 
Courts, State and local governments that 
store, maintain, or disseminate public 
records, and other stakeholders, including 
members of the private sector who routinely 
use public records that contain social secu-
rity numbers. 

(2) REPORT.—Not later than 1 year after 
the date of enactment of this Act, the Comp-
troller General of the United States shall 
submit to Congress a report on the study 
conducted under paragraph (1). The report 
shall include a detailed description of the ac-
tivities and results of the study and rec-
ommendations for such legislative action as 
the Comptroller General considers appro-
priate. The report, at a minimum, shall in-
clude—

(A) a review of the uses of social security 
numbers in non-federal public records; 

(B) a review of the manner in which public 
records are stored (with separate reviews for 
both paper records and electronic records); 

(C) a review of the advantages or utility of 
public records that contain social security 
numbers, including the utility for law en-
forcement, and for the promotion of home-
land security; 

(D) a review of the disadvantages or draw-
backs of public records that contain social 
security numbers, including criminal activ-
ity, compromised personal privacy, or 
threats to homeland security; 

(E) the costs and benefits for State and 
local governments of removing social secu-
rity numbers from public records, including 
a review of current technologies and proce-
dures for removing social security numbers 
from public records; and 

(F) an assessment of the benefits and costs 
to businesses, their customers, and the gen-
eral public of prohibiting the display of so-
cial security numbers on public records (with 
separate assessments for both paper records 
and electronic records).

(c) EFFECTIVE DATE.—The prohibition with 
respect to electronic versions of new classes 
of public records under section 1028B(b) of 
title 18, United States Code (as added by sub-
section (a)(1)) shall not take effect until the 
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date that is 60 days after the date of enact-
ment of this Act. 
SEC. 204. RULEMAKING AUTHORITY OF THE AT-

TORNEY GENERAL. 
(a) IN GENERAL.—Except as provided in 

subsection (b), the Attorney General may 
prescribe such rules and regulations as the 
Attorney General deems necessary to carry 
out the provisions of section 1028A(e)(5) of 
title 18, United States Code (as added by sec-
tion 202(a)(1)). 

(b) DISPLAY, SALE, OR PURCHASE RULE-
MAKING WITH RESPECT TO INTERACTIONS BE-
TWEEN BUSINESSES, GOVERNMENTS, OR BUSI-
NESS AND GOVERNMENT.—

(1) IN GENERAL.—Not later than 1 year after 
the date of enactment of this Act, the Attor-
ney General, in consultation with the Com-
missioner of Social Security, the Chairman 
of the Federal Trade Commission, and such 
other heads of Federal agencies as the Attor-
ney General determines appropriate, shall 
conduct such rulemaking procedures in ac-
cordance with subchapter II of chapter 5 of 
title 5, United States Code, as are necessary 
to promulgate regulations to implement and 
clarify the uses occurring as a result of an 
interaction between businesses, govern-
ments, or business and government (regard-
less of which entity initiates the interaction) 
permitted under section 1028A(e)(5) of title 
18, United States Code (as added by section 
202(a)(1)). 

(2) FACTORS TO BE CONSIDERED.—In promul-
gating the regulations required under para-
graph (1), the Attorney General shall, at a 
minimum, consider the following: 

(A) The benefit to a particular business, to 
customers of the business, and to the general 
public of the display, sale, or purchase of an 
individual’s social security number.

(B) The costs that businesses, customers of 
businesses, and the general public may incur 
as a result of prohibitions on the display, 
sale, or purchase of social security numbers. 

(C) The risk that a particular business 
practice will promote the use of a social se-
curity number to commit fraud, deception, 
or crime. 

(D) The presence of adequate safeguards 
and procedures to prevent—

(i) misuse of social security numbers by 
employees within a business; and 

(ii) misappropriation of social security 
numbers by the general public, while permit-
ting internal business uses of such numbers. 

(E) The presence of procedures to prevent 
identity thieves, stalkers, and other individ-
uals with ill intent from posing as legitimate 
businesses to obtain social security numbers. 
SEC. 205. TREATMENT OF SOCIAL SECURITY NUM-

BERS ON GOVERNMENT DOCU-
MENTS. 

(a) PROHIBITION OF USE OF SOCIAL SECURITY 
ACCOUNT NUMBERS ON CHECKS ISSUED FOR 
PAYMENT BY GOVERNMENTAL AGENCIES.—

(1) IN GENERAL.—Section 205(c)(2)(C) of the 
Social Security Act (42 U.S.C. 405(c)(2)(C)) is 
amended by adding at the end the following: 

‘‘(x) No Federal, State, or local agency 
may display the social security account 
number of any individual, or any derivative 
of such number, on any check issued for any 
payment by the Federal, State, or local 
agency.’’. 

(2) EFFECTIVE DATE.—The amendment 
made by this subsection shall apply with re-
spect to violations of section 205(c)(2)(C)(x) 
of the Social Security Act (42 U.S.C. 
405(c)(2)(C)(x)), as added by paragraph (1), oc-
curring after the date that is 3 years after 
the date of enactment of this Act. 

(b) PROHIBITION OF APPEARANCE OF SOCIAL 
SECURITY ACCOUNT NUMBERS ON DRIVER’S LI-
CENSES OR MOTOR VEHICLE REGISTRATION.—

(1) IN GENERAL.—Section 205(c)(2)(C)(vi) of 
the Social Security Act (42 U.S.C. 
405(c)(2)(C)(vi)) is amended—

(A) by inserting ‘‘(I)’’ after ‘‘(vi)’’; and 
(B) by adding at the end the following: 
‘‘(II)(aa) An agency of a State (or political 

subdivision thereof), in the administration of 
any driver’s license or motor vehicle reg-
istration law within its jurisdiction, may not 
display the social security account numbers 
issued by the Commissioner of Social Secu-
rity, or any derivative of such numbers, on 
the face of any driver’s license or motor ve-
hicle registration or any other document 
issued by such State (or political subdivision 
thereof) to an individual for purposes of iden-
tification of such individual. 

‘‘(bb) Nothing in this subclause shall be 
construed as precluding an agency of a State 
(or political subdivision thereof), in the ad-
ministration of any driver’s license or motor 
vehicle registration law within its jurisdic-
tion, from using a social security account 
number for an internal use or to link with 
the database of an agency of another State 
that is responsible for the administration of 
any driver’s license or motor vehicle reg-
istration law.’’. 

(2) EFFECTIVE DATE.—The amendments 
made by this subsection shall apply with re-
spect to licenses, registrations, and other 
documents issued or reissued after the date 
that is 1 year after the date of enactment of 
this Act. 

(c) PROHIBITION OF INMATE ACCESS TO SO-
CIAL SECURITY ACCOUNT NUMBERS.—

(1) IN GENERAL.—Section 205(c)(2)(C) of the 
Social Security Act (42 U.S.C. 405(c)(2)(C)) 
(as amended by subsection (b)) is amended by 
adding at the end the following: 

‘‘(xi) No Federal, State, or local agency 
may employ, or enter into a contract for the 
use or employment of, prisoners in any ca-
pacity that would allow such prisoners ac-
cess to the social security account numbers 
of other individuals. For purposes of this 
clause, the term ‘prisoner’ means an indi-
vidual confined in a jail, prison, or other 
penal institution or correctional facility 
pursuant to such individual’s conviction of a 
criminal offense.’’. 

(2) EFFECTIVE DATE.—The amendment 
made by this subsection shall apply with re-
spect to employment of prisoners, or entry 
into contract with prisoners, after the date 
that is 1 year after the date of enactment of 
this Act. 
SEC. 206. LIMITS ON PERSONAL DISCLOSURE OF 

A SOCIAL SECURITY NUMBER FOR 
CONSUMER TRANSACTIONS. 

(a) IN GENERAL.—Part A of title XI of the 
Social Security Act (42 U.S.C. 1301 et seq.) is 
amended by adding at the end the following:
‘‘SEC. 1150A. LIMITS ON PERSONAL DISCLOSURE 

OF A SOCIAL SECURITY NUMBER 
FOR CONSUMER TRANSACTIONS. 

‘‘(a) IN GENERAL.—A commercial entity 
may not require an individual to provide the 
individual’s social security number when 
purchasing a commercial good or service or 
deny an individual the good or service for re-
fusing to provide that number except—

‘‘(1) for any purpose relating to—
‘‘(A) obtaining a consumer report for any 

purpose permitted under the Fair Credit Re-
porting Act; 

‘‘(B) a background check of the individual 
conducted by a landlord, lessor, employer, 
voluntary service agency, or other entity as 
determined by the Attorney General; 

‘‘(C) law enforcement; or 
‘‘(D) a Federal, State, or local law require-

ment; or 
‘‘(2) if the social security number is nec-

essary to verify the identity of the consumer 
to effect, administer, or enforce the specific 
transaction requested or authorized by the 
consumer, or to prevent fraud. 

‘‘(b) APPLICATION OF CIVIL MONEY PEN-
ALTIES.—A violation of this section shall be 
deemed to be a violation of section 
1129(a)(3)(F).

‘‘(c) APPLICATION OF CRIMINAL PENALTIES.—
A violation of this section shall be deemed to 
be a violation of section 208(a)(8). 

‘‘(d) LIMITATION ON CLASS ACTIONS.—No 
class action alleging a violation of this sec-
tion shall be maintained under this section 
by an individual or any private party in Fed-
eral or State court. 

‘‘(e) STATE ATTORNEY GENERAL ENFORCE-
MENT.—

‘‘(1) IN GENERAL.—
‘‘(A) CIVIL ACTIONS.—In any case in which 

the attorney general of a State has reason to 
believe that an interest of the residents of 
that State has been or is threatened or ad-
versely affected by the engagement of any 
person in a practice that is prohibited under 
this section, the State, as parens patriae, 
may bring a civil action on behalf of the resi-
dents of the State in a district court of the 
United States of appropriate jurisdiction 
to—

‘‘(i) enjoin that practice; 
‘‘(ii) enforce compliance with such section; 
‘‘(iii) obtain damages, restitution, or other 

compensation on behalf of residents of the 
State; or 

‘‘(iv) obtain such other relief as the court 
may consider appropriate. 

‘‘(B) NOTICE.—
‘‘(i) IN GENERAL.—Before filing an action 

under subparagraph (A), the attorney gen-
eral of the State involved shall provide to 
the Attorney General—

‘‘(I) written notice of the action; and 
‘‘(II) a copy of the complaint for the ac-

tion. 
‘‘(ii) EXEMPTION.—
‘‘(I) IN GENERAL.—Clause (i) shall not apply 

with respect to the filing of an action by an 
attorney general of a State under this sub-
section, if the State attorney general deter-
mines that it is not feasible to provide the 
notice described in such subparagraph before 
the filing of the action. 

‘‘(II) NOTIFICATION.—With respect to an ac-
tion described in subclause (I), the attorney 
general of a State shall provide notice and a 
copy of the complaint to the Attorney Gen-
eral at the same time as the State attorney 
general files the action. 

‘‘(2) INTERVENTION.—
‘‘(A) IN GENERAL.—On receiving notice 

under paragraph (1)(B), the Attorney General 
shall have the right to intervene in the ac-
tion that is the subject of the notice. 

‘‘(B) EFFECT OF INTERVENTION.—If the At-
torney General intervenes in the action 
under paragraph (1), the Attorney General 
shall have the right to be heard with respect 
to any matter that arises in that action. 

‘‘(3) CONSTRUCTION.—For purposes of bring-
ing any civil action under paragraph (1), 
nothing in this section shall be construed to 
prevent an attorney general of a State from 
exercising the powers conferred on such at-
torney general by the laws of that State to—

‘‘(A) conduct investigations; 
‘‘(B) administer oaths or affirmations; or 
‘‘(C) compel the attendance of witnesses or 

the production of documentary and other 
evidence. 

‘‘(4) ACTIONS BY THE ATTORNEY GENERAL OF 
THE UNITED STATES.—In any case in which an 
action is instituted by or on behalf of the At-
torney General for violation of a practice 
that is prohibited under this section, no 
State may, during the pendency of that ac-
tion, institute an action under paragraph (1) 
against any defendant named in the com-
plaint in that action for violation of that 
practice. 

‘‘(5) VENUE; SERVICE OF PROCESS.—
‘‘(A) VENUE.—Any action brought under 

paragraph (1) may be brought in the district 
court of the United States that meets appli-
cable requirements relating to venue under 
section 1391 of title 28, United States Code. 

VerDate Jan 31 2003 01:43 Apr 01, 2003 Jkt 019060 PO 00000 Frm 00024 Fmt 0624 Sfmt 0634 E:\CR\FM\A31MR6.033 S31PT1



CONGRESSIONAL RECORD — SENATE S4565March 31, 2003
‘‘(B) SERVICE OF PROCESS.—In an action 

brought under paragraph (1), process may be 
served in any district in which the defend-
ant—

‘‘(i) is an inhabitant; or 
‘‘(ii) may be found. 
‘‘(f) SUNSET.—This section shall not apply 

on or after the date that is 6 years after the 
effective date of this section.’’.

(b) EVALUATION AND REPORT.—Not later 
than the date that is 6 years and 6 months 
after the date of enactment of this Act, the 
Attorney General, in consultation with the 
chairman of the Federal Trade Commission, 
shall issue a report evaluating the effective-
ness and efficiency of section 1150A of the 
Social Security Act (as added by subsection 
(a)) and shall make recommendations to 
Congress as to any legislative action deter-
mined to be necessary or advisable with re-
spect to such section, including a rec-
ommendation regarding whether to reau-
thorize such section. 

(c) EFFECTIVE DATE.—The amendment 
made by subsection (a) shall apply to re-
quests to provide a social security number 
occurring after the date that is 1 year after 
the date of enactment of this Act. 
SEC. 207. EXTENSION OF CIVIL MONETARY PEN-

ALTIES FOR MISUSE OF A SOCIAL 
SECURITY NUMBER. 

(a) TREATMENT OF WITHHOLDING OF MATE-
RIAL FACTS.—

(1) CIVIL PENALTIES.—The first sentence of 
section 1129(a)(1) of the Social Security Act 
(42 U.S.C. 1320a–8(a)(1)) is amended—

(A) by striking ‘‘who’’ and inserting 
‘‘who—’’; 

(B) by striking ‘‘makes’’ and all that fol-
lows through ‘‘shall be subject to’’ and in-
serting the following: 

‘‘(A) makes, or causes to be made, a state-
ment or representation of a material fact, 
for use in determining any initial or con-
tinuing right to or the amount of monthly 
insurance benefits under title II or benefits 
or payments under title VIII or XVI, that the 
person knows or should know is false or mis-
leading; 

‘‘(B) makes such a statement or represen-
tation for such use with knowing disregard 
for the truth; or 

‘‘(C) omits from a statement or representa-
tion for such use, or otherwise withholds dis-
closure of, a fact which the individual knows 
or should know is material to the determina-
tion of any initial or continuing right to or 
the amount of monthly insurance benefits 
under title II or benefits or payments under 
title VIII or XVI and the individual knows, 
or should know, that the statement or rep-
resentation with such omission is false or 
misleading or that the withholding of such 
disclosure is misleading,

shall be subject to’’; 
(C) by inserting ‘‘or each receipt of such 

benefits while withholding disclosure of such 
fact’’ after ‘‘each such statement or rep-
resentation’’; 

(D) by inserting ‘‘or because of such with-
holding of disclosure of a material fact’’ 
after ‘‘because of such statement or rep-
resentation’’; and

(E) by inserting ‘‘or such a withholding of 
disclosure’’ after ‘‘such a statement or rep-
resentation’’. 

(2) ADMINISTRATIVE PROCEDURE FOR IMPOS-
ING PENALTIES.—The first sentence of section 
1129A(a) of the Social Security Act (42 U.S.C. 
1320a–8a(a)) is amended—

(A) by striking ‘‘who’’ and inserting 
‘‘who—’’; and 

(B) by striking ‘‘makes’’ and all that fol-
lows through ‘‘shall be subject to’’ and in-
serting the following: 

‘‘(1) makes, or causes to be made, a state-
ment or representation of a material fact, 

for use in determining any initial or con-
tinuing right to or the amount of monthly 
insurance benefits under title II or benefits 
or payments under title VIII or XVI, that the 
person knows or should know is false or mis-
leading; 

‘‘(2) makes such a statement or representa-
tion for such use with knowing disregard for 
the truth; or 

‘‘(3) omits from a statement or representa-
tion for such use, or otherwise withholds dis-
closure of, a fact which the individual knows 
or should know is material to the determina-
tion of any initial or continuing right to or 
the amount of monthly insurance benefits 
under title II or benefits or payments under 
title VIII or XVI and the individual knows, 
or should know, that the statement or rep-
resentation with such omission is false or 
misleading or that the withholding of such 
disclosure is misleading,

shall be subject to’’. 
(b) APPLICATION OF CIVIL MONEY PENALTIES 

TO ELEMENTS OF CRIMINAL VIOLATIONS.—Sec-
tion 1129(a) of the Social Security Act (42 
U.S.C. 1320a–8(a)), as amended by subsection 
(a)(1), is amended—

(1) by redesignating paragraph (2) as para-
graph (4); 

(2) by redesignating the last sentence of 
paragraph (1) as paragraph (2) and inserting 
such paragraph after paragraph (1); and 

(3) by inserting after paragraph (2) (as so 
redesignated) the following: 

‘‘(3) Any person (including an organization, 
agency, or other entity) who—

‘‘(A) uses a social security account number 
that such person knows or should know has 
been assigned by the Commissioner of Social 
Security (in an exercise of authority under 
section 205(c)(2) to establish and maintain 
records) on the basis of false information fur-
nished to the Commissioner by any person; 

‘‘(B) falsely represents a number to be the 
social security account number assigned by 
the Commissioner of Social Security to any 
individual, when such person knows or 
should know that such number is not the so-
cial security account number assigned by the 
Commissioner to such individual; 

‘‘(C) knowingly alters a social security 
card issued by the Commissioner of Social 
Security, or possesses such a card with in-
tent to alter it; 

‘‘(D) knowingly displays, sells, or pur-
chases a card that is, or purports to be, a 
card issued by the Commissioner of Social 
Security, or possesses such a card with in-
tent to display, purchase, or sell it;

‘‘(E) counterfeits a social security card, or 
possesses a counterfeit social security card 
with intent to display, sell, or purchase it; 

‘‘(F) discloses, uses, compels the disclosure 
of, or knowingly displays, sells, or purchases 
the social security account number of any 
person in violation of the laws of the United 
States; 

‘‘(G) with intent to deceive the Commis-
sioner of Social Security as to such person’s 
true identity (or the true identity of any 
other person) furnishes or causes to be fur-
nished false information to the Commis-
sioner with respect to any information re-
quired by the Commissioner in connection 
with the establishment and maintenance of 
the records provided for in section 205(c)(2); 

‘‘(H) offers, for a fee, to acquire for any in-
dividual, or to assist in acquiring for any in-
dividual, an additional social security ac-
count number or a number which purports to 
be a social security account number; or 

‘‘(I) being an officer or employee of a Fed-
eral, State, or local agency in possession of 
any individual’s social security account 
number, willfully acts or fails to act so as to 
cause a violation by such agency of clause 
(vi)(II) or (x) of section 205(c)(2)(C),

shall be subject to, in addition to any other 
penalties that may be prescribed by law, a 
civil money penalty of not more than $5,000 
for each violation. Such person shall also be 
subject to an assessment, in lieu of damages 
sustained by the United States resulting 
from such violation, of not more than twice 
the amount of any benefits or payments paid 
as a result of such violation.’’. 

(c) CLARIFICATION OF TREATMENT OF RECOV-
ERED AMOUNTS.—Section 1129(e)(2)(B) of the 
Social Security Act (42 U.S.C. 1320a–
8(e)(2)(B)) is amended by striking ‘‘In the 
case of amounts recovered arising out of a 
determination relating to title VIII or XVI,’’ 
and inserting ‘‘In the case of any other 
amounts recovered under this section,’’. 

(d) CONFORMING AMENDMENTS.—
(1) Section 1129(b)(3)(A) of the Social Secu-

rity Act (42 U.S.C. 1320a–8(b)(3)(A)) is amend-
ed by striking ‘‘charging fraud or false state-
ments’’. 

(2) Section 1129(c)(1) of the Social Security 
Act (42 U.S.C. 1320a–8(c)(1)) is amended by 
striking ‘‘and representations’’ and inserting 
‘‘, representations, or actions’’. 

(3) Section 1129(e)(1)(A) of the Social Secu-
rity Act (42 U.S.C. 1320a–8(e)(1)(A)) is amend-
ed by striking ‘‘statement or representation 
referred to in subsection (a) was made’’ and 
inserting ‘‘violation occurred’’. 

(e) EFFECTIVE DATES.—
(1) IN GENERAL.—Except as provided in 

paragraph (2), the amendments made by this 
section shall apply with respect to violations 
of sections 1129 and 1129A of the Social Secu-
rity Act (42 U.S.C. 1320–8 and 1320a–8a), as 
amended by this section, committed after 
the date of enactment of this Act. 

(2) VIOLATIONS BY GOVERNMENT AGENTS IN 
POSSESSION OF SOCIAL SECURITY NUMBERS.—
Section 1129(a)(3)(I) of the Social Security 
Act (42 U.S.C. 1320a–8(a)(3)(I)), as added by 
subsection (b), shall apply with respect to 
violations of that section occurring on or 
after the effective date described in section 
202(c). 
SEC. 208. CRIMINAL PENALTIES FOR THE MISUSE 

OF A SOCIAL SECURITY NUMBER. 
(a) PROHIBITION OF WRONGFUL USE AS PER-

SONAL IDENTIFICATION NUMBER.—No person 
may obtain any individual’s social security 
number for purposes of locating or identi-
fying an individual with the intent to phys-
ically injure, harm, or use the identity of the 
individual for any illegal purpose. 

(b) CRIMINAL SANCTIONS.—Section 208(a) of 
the Social Security Act (42 U.S.C. 408(a)) is 
amended—

(1) in paragraph (8), by inserting ‘‘or’’ after 
the semicolon; and 

(2) by inserting after paragraph (8) the fol-
lowing: 

‘‘(9) except as provided in subsections (e) 
and (f) of section 1028A of title 18, United 
States Code, knowingly and willfully dis-
plays, sells, or purchases (as those terms are 
defined in section 1028A(a) of title 18, United 
States Code) any individual’s social security 
account number without having met the pre-
requisites for consent under section 1028A(d) 
of title 18, United States Code; or 

‘‘(10) obtains any individual’s social secu-
rity number for the purpose of locating or 
identifying the individual with the intent to 
injure or to harm that individual, or to use 
the identity of that individual for an illegal 
purpose;’’. 
SEC. 209. CIVIL ACTIONS AND CIVIL PENALTIES. 

(a) CIVIL ACTION IN STATE COURTS.—
(1) IN GENERAL.—Any individual aggrieved 

by an act of any person in violation of this 
title or any amendments made by this title 
may, if otherwise permitted by the laws or 
rules of the court of a State, bring in an ap-
propriate court of that State—

(A) an action to enjoin such violation; 
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(B) an action to recover for actual mone-

tary loss from such a violation, or to receive 
up to $500 in damages for each such viola-
tion, whichever is greater; or 

(C) both such actions.

It shall be an affirmative defense in any ac-
tion brought under this paragraph that the 
defendant has established and implemented, 
with due care, reasonable practices and pro-
cedures to effectively prevent violations of 
the regulations prescribed under this title. If 
the court finds that the defendant willfully 
or knowingly violated the regulations pre-
scribed under this subsection, the court may, 
in its discretion, increase the amount of the 
award to an amount equal to not more than 
3 times the amount available under subpara-
graph (B). 

(2) STATUTE OF LIMITATIONS.—An action 
may be commenced under this subsection 
not later than the earlier of—

(A) 5 years after the date on which the al-
leged violation occurred; or

(B) 3 years after the date on which the al-
leged violation was or should have been rea-
sonably discovered by the aggrieved indi-
vidual. 

(3) NONEXCLUSIVE REMEDY.—The remedy 
provided under this subsection shall be in ad-
dition to any other remedies available to the 
individual. 

(b) CIVIL PENALTIES.—
(1) IN GENERAL.—Any person who the At-

torney General determines has violated any 
section of this title or of any amendments 
made by this title shall be subject, in addi-
tion to any other penalties that may be pre-
scribed by law—

(A) to a civil penalty of not more than 
$5,000 for each such violation; and 

(B) to a civil penalty of not more than 
$50,000, if the violations have occurred with 
such frequency as to constitute a general 
business practice. 

(2) DETERMINATION OF VIOLATIONS.—Any 
willful violation committed contempora-
neously with respect to the social security 
numbers of 2 or more individuals by means of 
mail, telecommunication, or otherwise, shall 
be treated as a separate violation with re-
spect to each such individual. 

(3) ENFORCEMENT PROCEDURES.—The provi-
sions of section 1128A of the Social Security 
Act (42 U.S.C. 1320a–7a), other than sub-
sections (a), (b), (f), (h), (i), (j), (m), and (n) 
and the first sentence of subsection (c) of 
such section, and the provisions of sub-
sections (d) and (e) of section 205 of such Act 
(42 U.S.C. 405) shall apply to a civil penalty 
action under this subsection in the same 
manner as such provisions apply to a penalty 
or proceeding under section 1128A(a) of such 
Act (42 U.S.C. 1320a–7a(a)), except that, for 
purposes of this paragraph, any reference in 
section 1128A of such Act (42 U.S.C. 1320a–7a) 
to the Secretary shall be deemed to be a ref-
erence to the Attorney General.
SEC. 210. FEDERAL INJUNCTIVE AUTHORITY. 

In addition to any other enforcement au-
thority conferred under this title or the 
amendments made by this title, the Federal 
Government shall have injunctive authority 
with respect to any violation by a public en-
tity of any provision of this title or of any 
amendments made by this title. 

TITLE III—LIMITATIONS ON SALE AND 
SHARING OF NONPUBLIC PERSONAL FI-
NANCIAL INFORMATION 

SEC. 301. DEFINITION OF SALE. 
Section 509 of the Gramm-Leach-Bliley Act 

(15 U.S.C. 6809) is amended by adding at the 
end the following: 

‘‘(12) SALE.—The terms ‘sale’, ‘sell’, and 
‘sold’, with respect to nonpublic personal in-
formation, mean the exchange of such infor-
mation for any thing of value, directly or in-

directly, including the licensing, bartering, 
or renting of such information.’’. 
SEC. 302. RULES APPLICABLE TO SALE OF NON-

PUBLIC PERSONAL INFORMATION. 

Section 502 of the Gramm-Leach-Bliley Act 
(15 U.S.C. 6802) is amended—

(1) in the section heading, by inserting 
‘‘SALES, AND OTHER SHARING’’ after ‘‘DIS-
CLOSURES’’; 

(2) in subsection (a), by striking ‘‘disclose 
to’’ and inserting ‘‘sell or otherwise disclose 
to an affiliate or’’; 

(3) in subsection (b)—
(A) in the subsection heading, by inserting 

‘‘FOR DISCLOSURES TO AFFILIATES’’ before the 
period; 

(B) by striking ‘‘a nonaffiliated third 
party’’ each place that term appears and in-
serting ‘‘an affiliate’’; 

(C) by striking ‘‘such third party’’ each 
place that term appears and inserting ‘‘such 
affiliate’’; 

(D) by striking ‘‘may not disclose’’ and in-
serting ‘‘may not sell or otherwise disclose’’; 
and 

(E) by striking paragraph (2) and inserting 
the following: 

‘‘(2) EXCEPTION.—This subsection shall not 
prevent a financial institution from pro-
viding nonpublic personal information to an 
affiliated third party to perform services for 
or functions on behalf of the financial insti-
tution, including marketing of the financial 
institution’s own products or services, if the 
financial institution fully discloses the pro-
vision of such information and requires the 
affiliate to maintain the confidentiality of 
such information.’’; 

(4) in subsection (d), by striking ‘‘disclose’’ 
and inserting ‘‘sell or otherwise disclose’’; 

(5) by striking subsection (e); 
(6) by redesignating subsections (c) and (d) 

as subsections (e) and (f), respectively; and 
(7) by inserting after subsection (b) the fol-

lowing: 
‘‘(c) OPT IN FOR DISCLOSURES TO NON-

AFFILIATED THIRD PARTIES.—
‘‘(1) AFFIRMATIVE CONSENT REQUIRED.—A fi-

nancial institution may not sell or otherwise 
disclose nonpublic personal information to 
any nonaffiliated third party, unless the con-
sumer to whom the information pertains—

‘‘(A) has affirmatively consented to the 
sale or disclosure of such information; and 

‘‘(B) has not withdrawn the consent. 
‘‘(2) EXCEPTION.—This subsection shall not 

prevent a financial institution from pro-
viding nonpublic personal information to a 
nonaffiliated third party to perform services 
for or functions on behalf of the financial in-
stitution, including marketing of the finan-
cial institution’s own products or services 
(subject to subsection (d) with respect to 
joint agreements between 2 or more financial 
institutions), if the financial institution 
fully discloses the provision of such informa-
tion and enters into a contractual agreement 
with the nonaffiliated third party that re-
quires that third party to maintain the con-
fidentiality of such information. 

‘‘(d) OPT OUT FOR JOINT AGREEMENTS.—A 
financial institution may not sell or other-
wise disclose nonpublic personal information 
to a nonaffiliated third party for the purpose 
of offering financial products or services pur-
suant to a joint agreement between 2 or 
more financial institutions, unless—

‘‘(1) the financial institution clearly and 
conspicuously discloses to the consumer to 
whom the information pertains, in writing or 
in electronic form or other form permitted 
by the regulations prescribed under section 
504, that such information may be disclosed 
to such nonaffiliated third party; 

‘‘(2) the consumer is given the opportunity, 
before the time that such information is ini-
tially disclosed, to direct that such informa-

tion not be disclosed to such nonaffiliated 
third party; 

‘‘(3) the consumer is given an explanation 
of how the consumer can exercise that non-
disclosure option; and 

‘‘(4) the financial institution receiving the 
nonpublic personal information signs a writ-
ten agreement obliging it—

‘‘(A) to maintain the confidentiality of the 
information; and 

‘‘(B) to refrain from using, selling, or oth-
erwise disclosing the information other than 
to carry out the joint offering or servicing of 
the financial product or financial service 
that is the subject of the written agree-
ment.’’. 
SEC. 303. EXCEPTIONS TO DISCLOSURE PROHIBI-

TION. 
(a) IN GENERAL.—Section 502 of the 

Gramm-Leach-Bliley Act (15 U.S.C. 6802), as 
amended by this title, is amended by adding 
at the end the following: 

‘‘(g) GENERAL EXCEPTIONS.—Notwith-
standing any other provision of this section, 
this section does not prohibit—

‘‘(1) the sale or other disclosure of non-
public personal information to an affiliate or 
a nonaffiliated third party—

‘‘(A) as necessary to effect, administer, or 
enforce a transaction requested or author-
ized by the consumer to whom the informa-
tion pertains, or in connection with—

‘‘(i) servicing or processing a financial 
product or service requested or authorized by 
the consumer; 

‘‘(ii) maintaining or servicing the account 
of the consumer with the financial institu-
tion, or with another entity as part of a pri-
vate label credit card program or other ex-
tension of credit on behalf of such entity; or 

‘‘(iii) a proposed or actual securitization, 
secondary market sale (including sales of 
servicing rights), or similar transaction re-
lated to a transaction of the consumer; 

‘‘(B) with the consent or at the direction of 
the consumer, in accordance with applicable 
rules prescribed under this subtitle; 

‘‘(C) to the extent specifically permitted or 
required under other provisions of law and in 
accordance with the Right to Financial Pri-
vacy Act of 1978; or 

‘‘(D) to law enforcement agencies (includ-
ing a Federal functional regulator, the Sec-
retary of the Treasury, with respect to sub-
chapter II of chapter 53 of title 31, United 
States Code, and chapter 2 of title I of Public 
Law 91–508 (12 U.S.C. 1951–1959), a State in-
surance authority, or the Federal Trade 
Commission), self-regulatory organizations, 
or for an investigation on a matter related 
to public safety; 

‘‘(2) the disclosure, other than the sale, of 
nonpublic personal information to identify 
or locate missing and abducted children, wit-
nesses, criminals, and fugitives, parties to 
lawsuits, parents, delinquents in child sup-
port payments, organ and bone marrow do-
nors, pension fund beneficiaries, and missing 
heirs; or 

‘‘(3) the disclosure, other than the sale, of 
nonpublic personal information—

‘‘(A) to protect the confidentiality or secu-
rity of the records of the financial institu-
tion pertaining to the consumer, the service 
or product, or the transaction therein; 

‘‘(B) to protect against or prevent actual 
or potential fraud, unauthorized trans-
actions, claims, or other liability; 

‘‘(C) for required institutional risk control, 
or for resolving customer disputes or inquir-
ies; 

‘‘(D) to persons holding a legal or bene-
ficial interest relating to the consumer; 

‘‘(E) to persons acting in a fiduciary or rep-
resentative capacity on behalf of the con-
sumer; 

‘‘(F) to provide information to insurance 
rate advisory organizations, guaranty funds 
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or agencies, applicable rating agencies of the 
financial institution, persons assessing the 
compliance of the institution with industry 
standards, or the attorneys, accountants, or 
auditors of the institution; 

‘‘(G) to a consumer reporting agency, in 
accordance with the Fair Credit Reporting 
Act or from a consumer report reported by a 
consumer reporting agency, as those terms 
are defined in that Act; 

‘‘(H) in connection with a proposed or ac-
tual sale, merger, transfer, or exchange of all 
or a portion of a business or operating unit 
if the disclosure of nonpublic personal infor-
mation concerns solely consumers of such 
business or unit; 

‘‘(I) to comply with Federal, State, or local 
laws, rules, or other applicable legal require-
ments, or with a properly authorized civil, 
criminal, or regulatory investigation or sub-
poena or summons by Federal, State, or 
local authorities; or 

‘‘(J) to respond to judicial process or gov-
ernment regulatory authorities having juris-
diction over the financial institution for ex-
amination, compliance, or other purposes, as 
authorized by law. 

‘‘(h) DENIAL OF SERVICE PROHIBITED.—A fi-
nancial institution may not deny any con-
sumer a financial product or a financial serv-
ice as a result of the refusal by the consumer 
to grant consent to disclosure under this sec-
tion or the exercise by the consumer of a 
nondisclosure option under this section, ex-
cept that nothing in this subsection may be 
construed to prohibit a financial institution 
from offering incentives to elicit consumer 
consent to the use of his or her nonpublic 
personal information.’’. 

(b) REPEAL OF REGULATORY EXEMPTION AU-
THORITY.—Section 504 of the Gramm-Leach-
Bliley Act (15 U.S.C. 6804) is amended—

(1) by striking subsection (b); 
(2) by striking ‘‘(a) REGULATORY AUTHOR-

ITY.—’’; 
(3) by redesignating paragraphs (1), (2), and 

(3) as subsections (a), (b), and (c), respec-
tively, and moving the margins 2 ems to the 
left; and 

(4) by striking ‘‘paragraph (1)’’ and insert-
ing ‘‘subsection (a)’’. 
SEC. 304. CONFORMING AMENDMENTS. 

Title V of the Gramm-Leach-Bliley Act (15 
U.S.C. 6801 et seq.) is amended—

(1) in section 503(b)(1) (15 U.S.C. 
6803(b)(1))—

(A) by inserting ‘‘affiliates and’’ before 
‘‘nonaffiliated’’; and 

(B) in subparagraph (A), by striking 
‘‘502(e)’’ and inserting ‘‘502(g)’’; and 

(2) in section 509(3)(D) (15 U.S.C. 6809(3)(D)), 
by striking ‘‘502(e)(1)(C)’’ and inserting 
‘‘502(g)(1)(A)(iii)’’. 
SEC. 305. REGULATORY AUTHORITY. 

Not later than 6 months after the date of 
enactment of this Act, the agencies referred 
to in section 504(a)(1) of the Gramm-Leach-
Bliley Act (15 U.S.C. 6804(a)(1)) shall promul-
gate final regulations in accordance with 
that section 504 to carry out the amend-
ments made by this Act. 
SEC. 306. EFFECTIVE DATE. 

This title and the amendments made by 
this title shall take effect 6 months after the 
date of enactment of this Act. 
TITLE IV—LIMITATIONS ON THE PROVI-

SION OF PROTECTED HEALTH INFOR-
MATION 

SEC. 401. DEFINITIONS. 
In this title: 
(1) BUSINESS ASSOCIATE.— 
(A) IN GENERAL.—Except as provided in 

subparagraph (B), the term ‘‘business asso-
ciate’’ means, with respect to a covered enti-
ty, a person who—

(i) on behalf of such covered entity or of an 
organized health care arrangement in which 

the covered entity participates, but other 
than in the capacity of a member of the 
workforce of such covered entity or arrange-
ment, performs, or assists in the perform-
ance of—

(I) a function or activity involving the use 
or disclosure of individually identifiable 
health information, including claims proc-
essing or administration, data analysis, 
processing or administration, utilization re-
view, quality assurance, billing, benefit man-
agement, practice management, and repric-
ing; or 

(II) any other function or activity regu-
lated under subchapter C of title 45, Code of 
Federal Regulations; or 

(ii) provides, other than in the capacity of 
a member of the workforce of such covered 
entity, legal, actuarial, accounting, con-
sulting, data aggregation (as defined in sec-
tion 164.501 of title 45, Code of Federal Regu-
lations), management, administrative, ac-
creditation, or financial services to or for 
such covered entity, or to or for an organized 
health care arrangement in which the cov-
ered entity participates, where the provision 
of the service involves the disclosure of indi-
vidually identifiable health information 
from such covered entity or arrangement, or 
from another business associate of such cov-
ered entity or arrangement, to the person. 

(B) LIMITATIONS.—
(i) IN GENERAL.—A covered entity partici-

pating in an organized health care arrange-
ment that performs a function or activity as 
described by subparagraph (A)(i) for or on be-
half of such organized health care arrange-
ment, or that provides a service as described 
in subparagraph (A)(ii) to or for such orga-
nized health care arrangement, does not, 
simply through the performance of such 
function or activity or the provision of such 
service, become a business associate of other 
covered entities participating in such orga-
nized health care arrangement. 

(ii) LIMITATION.—A covered entity may be a 
business associate of another covered entity. 

(2) COVERED ENTITY.—The term ‘‘covered 
entity’’ means—

(A) a health plan; 
(B) a health care clearinghouse; and 
(C) a health care provider who transmits 

any health information in electronic form in 
connection with a transaction covered by 
parts 160 through 164 of title 45, Code of Fed-
eral Regulations. 

(3) DISCLOSURE.—The term ‘‘disclosure’’ 
means the release, transfer, provision of ac-
cess to, or divulging in any other manner of 
information outside the entity holding the 
information. 

(4) EMPLOYER.—The term ‘‘employer’’ has 
the meaning given that term in section 
3401(d) of the Internal Revenue Code of 1986. 

(5) GROUP HEALTH PLAN.—The term ‘‘group 
health plan’’ means an employee welfare 
benefit plan (as defined in section 3(1) of the 
Employee Retirement Income and Security 
Act of 1974 (29 U.S.C. 1002(1)), including in-
sured and self-insured plans, to the extent 
that the plan provides medical care (as de-
fined in section 2791(a)(2) of the Public 
Health Service Act, 42 U.S.C. 300gg–91(a)(2)), 
including items and services paid for as med-
ical care, to employees or their dependents 
directly or through insurance, reimburse-
ment, or otherwise, that—

(A) has 50 or more participants (as defined 
in section 3(7) of Employee Retirement In-
come and Security Act of 1974, 29 U.S.C. 
1002(7)); or 

(B) is administered by an entity other than 
the employer that established and maintains 
the plan. 

(6) HEALTH CARE.—The term ‘‘health care’’ 
includes, but is not limited to, the following: 

(A) Preventive, diagnostic, therapeutic, re-
habilitative, maintenance, or palliative care 

and counseling, service, assessment, or pro-
cedure with respect to the physical or men-
tal condition, or functional status, of an in-
dividual or that affects the structure or 
function of the body. 

(B) The sale or dispensing of a drug, device, 
equipment, or other item in accordance with 
a prescription. 

(7) HEALTH CARE CLEARINGHOUSE.—The 
term ‘‘health care clearinghouse’’ means a 
public or private entity, including a billing 
service, repricing company, community 
health management information system or 
community health information system, and 
value-added networks and switches, that—

(A) processes or facilitates the processing 
of health information received from another 
entity in a nonstandard format or containing 
nonstandard data content into standard data 
elements or a standard transaction; or 

(B) receives a standard transaction from 
another entity and processes or facilitates 
the processing of health information into 
nonstandard format or nonstandard data 
content for the receiving entity. 

(8) HEALTH CARE PROVIDER.—The term 
‘‘health care provider’’ has the meaning 
given the terms ‘‘provider of services’’ and 
‘‘provider of medical or health services’’ in 
subsections (u) and (s) of section 1861 of the 
Social Security Act (42 U.S.C. 1395x), respec-
tively, and includes any other person or or-
ganization who furnishes, bills, or is paid for 
health care in the normal course of business. 

(9) HEALTH INFORMATION.—The term 
‘‘health information’’ means any informa-
tion, whether oral or recorded in any form or 
medium, that—

(A) is created or received by a health care 
provider, health plan, public health author-
ity, employer, life insurer, school or univer-
sity, or health care clearinghouse; and 

(B) relates to the past, present, or future 
physical or mental health or condition of an 
individual; the provision of health care to an 
individual; or the past, present, or future 
payment for the provision of health care to 
an individual. 

(10) HEALTH INSURANCE ISSUER.—The term 
‘‘health insurance issuer’’ means a health in-
surance issuer (as defined in section 
2791(b)(2) of the Public Health Service Act, 42 
U.S.C. 300gg–91(b)(2)) and used in the defini-
tion of health plan in this section and in-
cludes an insurance company, insurance 
service, or insurance organization (including 
an HMO) that is licensed to engage in the 
business of insurance in a State and is sub-
ject to State law that regulates insurance. 
Such term does not include a group health 
plan. 

(11) HEALTH MAINTENANCE ORGANIZATION.—
The term ‘‘health maintenance organiza-
tion’’ (HMO) (as defined in section 2791(b)(3) 
of the Public Health Service Act, 42 U.S.C. 
300gg–91 (b)(3)) and used in the definition of 
health plan in this section, means a federally 
qualified HMO, an organization recognized as 
an HMO under State law, or a similar organi-
zation regulated for solvency under State 
law in the same manner and to the same ex-
tent as such an HMO. 

(12) HEALTH OVERSIGHT AGENCY.—The term 
‘‘health oversight agency’’ means an agency 
or authority of the United States, a State, a 
territory, a political subdivision of a State 
or territory, or an Indian tribe, or a person 
or entity acting under a grant of authority 
from or contract with such public agency, in-
cluding the employees or agents of such pub-
lic agency or its contractors or persons or 
entities to whom it has granted authority, 
that is authorized by law to oversee the 
health care system (whether public or pri-
vate) or government programs in which 
health information is necessary to determine 
eligibility or compliance, or to enforce civil 
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rights laws for which health information is 
relevant. 

(13) HEALTH PLAN.—The term ‘‘health plan’’ 
means an individual or group plan that pro-
vides, or pays the cost of, medical care, as 
defined in section 2791(a)(2) of the Public 
Health Service Act (42 U.S.C. 300gg–
91(a)(2))—

(A) including, singly or in combination—
(i) a group health plan; 
(ii) a health insurance issuer; 
(iii) an HMO; 
(iv) part A or B of the medicare program 

under title XVIII of the Social Security Act 
(42 U.S.C. 1395 et seq.); 

(v) the medicaid program under title XIX 
of the Social Security Act (42 U.S.C. 1396 et 
seq.); 

(vi) an issuer of a medicare supplemental 
policy (as defined in section 1882(g)(1) of the 
Social Security Act, 42 U.S.C. 1395ss(g)(1)); 

(vii) an issuer of a long-term care policy, 
excluding a nursing home fixed-indemnity 
policy; 

(viii) an employee welfare benefit plan or 
any other arrangement that is established or 
maintained for the purpose of offering or 
providing health benefits to the employees of 
2 or more employers; 

(ix) the health care program for active 
military personnel under title 10, United 
States Code; 

(x) the veterans health care program under 
chapter 17 of title 38, United States Code; 

(xi) the Civilian Health and Medical Pro-
gram of the Uniformed Services (CHAMPUS) 
(as defined in section 1072(4) of title 10, 
United States Code); 

(xii) the Indian Health Service program 
under the Indian Health Care Improvement 
Act (25 U.S.C. 1601 et seq.); 

(xiii) the Federal Employees Health Bene-
fits Program under chapter 89 of title 5, 
United States Code; 

(xiv) an approved State child health plan 
under title XXI of the Social Security Act 
(42 U.S.C. 1397aa et seq.), providing benefits 
for child health assistance that meet the re-
quirements of section 2103 of such Act (42 
U.S.C. 1397cc); 

(xv) the Medicare+Choice program under 
part C of title XVIII of the Social Security 
Act (42 U.S.C. 1395w–21 et seq.); 

(xvi) a high risk pool that is a mechanism 
established under State law to provide 
health insurance coverage or comparable 
coverage to eligible individuals; and 

(xvii) any other individual or group plan, 
or combination of individual or group plans, 
that provides or pays for the cost of medical 
care (as defined in section 2791(a)(2) of the 
Public Health Service Act (42 U.S.C. 300gg–
91(a)(2)); and 

(B) excluding—
(i) any policy, plan, or program to the ex-

tent that it provides, or pays for the cost of, 
excepted benefits that are listed in section 
2791(c)(1) of the Public Health Service Act (42 
U.S.C. 300gg–91(c)(1)); and 

(ii) a government-funded program (other 
than 1 listed in clause (i) through (xvi) of 
subparagraph (A)), whose principal purpose 
is other than providing, or paying the cost 
of, health care, or whose principal activity is 
the direct provision of health care to per-
sons, or the making of grants to fund the di-
rect provision of health care to persons. 

(14) INDIVIDUALLY IDENTIFIABLE HEALTH IN-
FORMATION.—The term ‘‘individually identifi-
able health information’’ means information 
that is a subset of health information, in-
cluding demographic information collected 
from an individual, that—

(A) is created or received by a covered enti-
ty or employer; and 

(B)(i) relates to the past, present, or future 
physical or mental health or condition of an 
individual, the provision of health care to an 

individual, or the past, present, or future 
payment for the provision of health care to 
an individual; and 

(ii)(I) identifies an individual; or 
(II) with respect to which there is a reason-

able basis to believe that the information 
can be used to identify an individual. 

(15) LAW ENFORCEMENT OFFICIAL.—The term 
‘‘law enforcement official’’ means an officer 
or employee of any agency or authority of 
the United States, a State, a territory, a po-
litical subdivision of a State or territory, or 
an Indian tribe, who is empowered by law 
to—

(A) investigate or conduct an official in-
quiry into a potential violation of law; or 

(B) prosecute or otherwise conduct a crimi-
nal, civil, or administrative proceeding aris-
ing from an alleged violation of law. 

(16) LIFE INSURER.—The term ‘‘life insurer’’ 
means a life insurance company (as defined 
in section 816 of the Internal Revenue Code 
of 1986), including the employees and agents 
of such company. 

(17) MARKETING.—The term ‘‘marketing’’ 
means to make a communication about a 
product or service that encourages recipients 
of the communication to purchase or use the 
product or service. 

(18) NONCOVERED ENTITY.—The term ‘‘non-
covered entity’’ means any person or public 
or private entity that is not a covered enti-
ty, including but not limited to a business 
associate of a covered entity, a covered enti-
ty if such covered entity is acting as a busi-
ness associate, a health researcher, school or 
university, life insurer, employer, public 
health authority, health oversight agency, 
or law enforcement official, or any person 
acting as an agent of such entities or per-
sons. 

(19) ORGANIZED HEALTH CARE ARRANGE-
MENT.—The term ‘‘organized health care ar-
rangement’’ means—

(A) a clinically integrated care setting in 
which individuals typically receive health 
care from more than 1 health care provider; 

(B) an organized system of health care in 
which more than 1 covered entity partici-
pates, and in which the participating covered 
entities—

(i) hold themselves out to the public as 
participating in a joint arrangement; and 

(ii) participate in joint activities including 
at least—

(I) utilization review, in which health care 
decisions by participating covered entities 
are reviewed by other participating covered 
entities or by a third party on their behalf; 

(II) quality assessment and improvement 
activities, in which treatment provided by 
participating covered entities is assessed by 
other participating covered entities or by a 
third party on their behalf; or 

(III) payment activities, if the financial 
risk for delivering health care is shared, in 
part or in whole, by participating covered 
entities through the joint arrangement and 
if protected health information created or 
received by a covered entity is reviewed by 
other participating covered entities or by a 
third party on their behalf for the purpose of 
administering the sharing of financial risk; 

(C) a group health plan and a health insur-
ance issuer or HMO with respect to such 
group health plan, but only with respect to 
protected health information created or re-
ceived by such health insurance issuer or 
HMO that relates to individuals who are or 
who have been participants or beneficiaries 
in such group health plan; 

(D) a group health plan and 1 or more other 
group health plans each of which are main-
tained by the same plan sponsor; or 

(E) the group health plans described in sub-
paragraph (D) and health insurance issuers 
or HMOs with respect to such group health 
plans, but only with respect to protected 

health information created or received by 
such health insurance issuers or HMOs that 
relates to individuals who are or have been 
participants or beneficiaries in any of such 
group health plans. 

(20) PROTECTED HEALTH INFORMATION.—
(A) IN GENERAL.—The term ‘‘protected 

health information’’ means individually 
identifiable health information that, except 
as provided in subparagraph (B), is—

(i) transmitted by electronic media; 
(ii) maintained in any medium described in 

the definition of electronic media in section 
162.103 of title 45, Code of Federal Regula-
tions; or 

(iii) transmitted or maintained in any 
other form or medium. 

(B) EXCLUSIONS.—Such term does not in-
clude individually identifiable health infor-
mation in—

(i) education records covered by the Fam-
ily Educational Rights and Privacy Act of 
1974 (section 444 of the General Education 
Provisions Act (20 U.S.C. 1232g)); 

(ii) records described in subsection 
(a)(4)(B)(iv) of that Act; or 

(iii) employment records held by a covered 
entity in its role as an employer. 

(21) PUBLIC HEALTH AUTHORITY.—The term 
‘‘public health authority’’ means an agency 
or authority of the United States, a State, a 
territory, a political subdivision of a State 
or territory, or an Indian tribe, or a person 
or entity acting under a grant of authority 
from or contract with such public agency, in-
cluding employees or agents of such public 
agency or its contractors or persons or enti-
ties to whom it has granted authority, that 
is responsible for public health matters as 
part of its official mandate. 

(22) SCHOOL OR UNIVERSITY.—The term 
‘‘school or university’’ means an institution 
or place for instruction or education, includ-
ing an elementary school, secondary school, 
or institution of higher learning, a college, 
or an assemblage of colleges united under 1 
corporate organization or government. 

(23) SECRETARY.—The term ‘‘Secretary’’ 
means the Secretary of Health and Human 
Services. 

(24) SALE; SELL; SOLD.—The terms ‘‘sale’’, 
‘‘sell’’, and ‘‘sold’’, with respect to protected 
health information, mean the exchange of 
such information for anything of value, di-
rectly or indirectly, including the licensing, 
bartering, or renting of such information. 

(25) USE.—The term ‘‘use’’ means, with re-
spect to individually identifiable health in-
formation, the sharing, employment, appli-
cation, utilization, examination, or analysis 
of such information within an entity that 
maintains such information. 

(26) WRITING.—The term ‘‘writing’’ means 
writing in either a paper-based or computer-
based form, including electronic and digital 
signatures. 
SEC. 402. PROHIBITION AGAINST SELLING PRO-

TECTED HEALTH INFORMATION. 
(a) VALID AUTHORIZATION REQUIRED.—
(1) IN GENERAL.—A noncovered entity shall 

not sell the protected health information of 
an individual or use such information for 
marketing purposes without an authoriza-
tion that is valid under section 403. When a 
noncovered entity obtains or receives au-
thorization to sell such information, such 
sale must be consistent with such authoriza-
tion. 

(2) NO DUPLICATE AUTHORIZATION RE-
QUIRED.—Nothing in paragraph (1) shall be 
construed as requiring a noncovered entity 
that receives from a covered entity an au-
thorization that is valid under section 403 to 
obtain a separate authorization from an indi-
vidual before the sale or use of the individ-
ual’s protected health information so long as 
the sale or use of the information is con-
sistent with the terms of the authorization. 
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(b) SCOPE.—A sale of protected health in-

formation as described under subsection (a) 
shall be limited to the minimum amount of 
information necessary to accomplish the 
purpose for which the sale is made. 

(c) PURPOSE.—A recipient of information 
sold pursuant to this title may use or dis-
close such information solely to carry out 
the purpose for which the information was 
sold. 

(d) NOT REQUIRED.—Nothing in this title 
permitting the sale of protected health infor-
mation shall be construed to require such 
sale. 

(e) IDENTIFICATION OF INFORMATION AS PRO-
TECTED HEALTH INFORMATION.—Information 
sold pursuant to this title shall be clearly 
identified as protected health information. 

(f) NO WAIVER.—Except as provided in this 
title, an individual’s authorization to sell 
protected health information shall not be 
construed as a waiver of any rights that the 
individual has under other Federal or State 
laws, the rules of evidence, or common law. 
SEC. 403. AUTHORIZATION FOR SALE OR MAR-

KETING OF PROTECTED HEALTH IN-
FORMATION BY NONCOVERED ENTI-
TIES. 

(a) VALID AUTHORIZATION.—A valid author-
ization is a document that complies with all 
requirements of this section. Such authoriza-
tion may include additional information not 
required under this section, provided that 
such information is not inconsistent with 
the requirements of this section. 

(b) DEFECTIVE AUTHORIZATION.—An author-
ization is not valid, if the document sub-
mitted has any of the following defects: 

(1) The expiration date has passed or the 
expiration event is known by the noncovered 
entity to have occurred. 

(2) The authorization has not been filled 
out completely, with respect to an element 
described in subsections (e) and (f). 

(3) The authorization is known by the non-
covered entity to have been revoked. 

(4) The authorization lacks an element re-
quired by subsections (e) and (f). 

(5) Any material information in the au-
thorization is known by the noncovered enti-
ty to be false. 

(c) REVOCATION OF AUTHORIZATION.—An in-
dividual may revoke an authorization pro-
vided under this section at any time pro-
vided that the revocation is in writing, ex-
cept to the extent that the noncovered enti-
ty has taken action in reliance thereon. 

(d) DOCUMENTATION.—
(1) IN GENERAL.—A noncovered entity must 

document and retain any signed authoriza-
tion under this section as required under 
paragraph (2). 

(2) STANDARD.—A noncovered entity shall, 
if a communication is required by this title 
to be in writing, maintain such writing, or 
an electronic copy, as documentation. 

(3) RETENTION PERIOD.—A noncovered enti-
ty shall retain the documentation required 
by this section for 6 years from the date of 
its creation or the date when it last was in 
effect, whichever is later. 

(e) CONTENT OF AUTHORIZATION.—
(1) CONTENT.—An authorization described 

in subsection (a) shall—
(A) contain a description of the informa-

tion to be sold that identifies such informa-
tion in a specific and meaningful manner; 

(B) contain the name or other specific 
identification of the person, or class of per-
sons, authorized to sell the information; 

(C) contain the name or other specific 
identification of the person, or class of per-
sons, to whom the information is to be sold; 

(D) include an expiration date or an expira-
tion event relating to the selling of such in-
formation that signifies that the authoriza-
tion is valid until such date or event; 

(E) include a statement that the individual 
has a right to revoke the authorization in 

writing and the exceptions to the right to re-
voke, and a description of the procedure in-
volved in such revocation; 

(F) be in writing and include the signature 
of the individual and the date, or if the au-
thorization is signed by a personal represent-
ative of the individual, a description of such 
representative’s authority to act for the in-
dividual; and 

(G) include a statement explaining the pur-
pose for which such information is sold. 

(2) PLAIN LANGUAGE.—The authorization 
shall be written in plain language. 

(f) NOTICE.—
(1) IN GENERAL.—The authorization shall 

include a statement that the individual 
may—

(A) inspect or copy the protected health in-
formation to be sold; and 

(B) refuse to sign the authorization. 
(2) COPY TO THE INDIVIDUAL.—A noncovered 

entity shall provide the individual with a 
copy of the signed authorization. 

(g) MODEL AUTHORIZATIONS.—The Sec-
retary, after notice and opportunity for pub-
lic comment, shall develop and disseminate 
model written authorizations of the type de-
scribed in this section and model statements 
of the limitations on such authorizations. 
Any authorization obtained on a model au-
thorization form developed by the Secretary 
pursuant to the preceding sentence shall be 
deemed to satisfy the requirements of this 
section. 

(h) NONCOERCION.—A covered entity or non-
covered entity shall not condition the pur-
chase of a product or the provision of a serv-
ice to an individual based on whether such 
individual provides an authorization to such 
entity as described in this section. 
SEC. 404. PROHIBITION AGAINST RETALIATION. 

A noncovered entity that collects pro-
tected health information, may not ad-
versely affect another person, directly or in-
directly, because such person has exercised a 
right under this title, disclosed information 
relating to a possible violation of this title, 
or associated with, or assisted, a person in 
the exercise of a right under this title. 
SEC. 405. RULE OF CONSTRUCTION. 

The requirements of this title shall not be 
construed to impose any additional require-
ments or in any way alter the requirements 
imposed upon covered entities under parts 
160 through 164 of title 45, Code of Federal 
Regulations. 
SEC. 406. REGULATIONS. 

(a) IN GENERAL.—The Secretary shall pro-
mulgate regulations implementing the provi-
sions of this title. 

(b) TIMEFRAME.—Not later than 1 year 
after the date of enactment of this Act, the 
Secretary shall publish proposed regulations 
in the Federal Register. With regard to such 
proposed regulations, the Secretary shall 
provide an opportunity for submission of 
comments by interested persons during a pe-
riod of not less than 90 days. Not later than 
2 years after the date of enactment of this 
Act, the Secretary shall publish final regula-
tions in the Federal Register. 
SEC. 407. ENFORCEMENT. 

(a) IN GENERAL.—A covered entity or non-
covered entity that knowingly violates sec-
tion 402 shall be subject to a civil money 
penalty under this section. 

(b) AMOUNT.—The civil money penalty de-
scribed in subsection (a) shall not exceed 
$100,000. In determining the amount of any 
penalty to be assessed, the Secretary shall 
take into account the previous record of 
compliance of the entity being assessed with 
the applicable provisions of this title and the 
gravity of the violation. 

(c) ADMINISTRATIVE REVIEW.—
(1) OPPORTUNITY FOR HEARING.—The entity 

assessed shall be afforded an opportunity for 

a hearing by the Secretary upon request 
made within 30 days after the date of the 
issuance of a notice of assessment. In such 
hearing the decision shall be made on the 
record pursuant to section 554 of title 5, 
United States Code. If no hearing is re-
quested, the assessment shall constitute a 
final and unappealable order. 

(2) HEARING PROCEDURE.—If a hearing is re-
quested, the initial agency decision shall be 
made by an administrative law judge, and 
such decision shall become the final order 
unless the Secretary modifies or vacates the 
decision. Notice of intent to modify or va-
cate the decision of the administrative law 
judge shall be issued to the parties within 30 
days after the date of the decision of the 
judge. A final order which takes effect under 
this paragraph shall be subject to review 
only as provided under subsection (d). 

(d) JUDICIAL REVIEW.—
(1) FILING OF ACTION FOR REVIEW.—Any en-

tity against whom an order imposing a civil 
money penalty has been entered after an 
agency hearing under this section may ob-
tain review by the United States district 
court for any district in which such entity is 
located or the United States District Court 
for the District of Columbia by filing a no-
tice of appeal in such court within 30 days 
from the date of such order, and simulta-
neously sending a copy of such notice by reg-
istered mail to the Secretary. 

(2) CERTIFICATION OF ADMINISTRATIVE 
RECORD.—The Secretary shall promptly cer-
tify and file in such court the record upon 
which the penalty was imposed. 

(3) STANDARD FOR REVIEW.—The findings of 
the Secretary shall be set aside only if found 
to be unsupported by substantial evidence as 
provided by section 706(2)(E) of title 5, 
United States Code. 

(4) APPEAL.—Any final decision, order, or 
judgment of the district court concerning 
such review shall be subject to appeal as pro-
vided in chapter 83 of title 28 of such Code. 

(e) FAILURE TO PAY ASSESSMENT; MAINTE-
NANCE OF ACTION.—

(1) FAILURE TO PAY ASSESSMENT.—If any en-
tity fails to pay an assessment after it has 
become a final and unappealable order, or 
after the court has entered final judgment in 
favor of the Secretary, the Secretary shall 
refer the matter to the Attorney General 
who shall recover the amount assessed by ac-
tion in the appropriate United States dis-
trict court. 

(2) NONREVIEWABILITY.—In such action the 
validity and appropriateness of the final 
order imposing the penalty shall not be sub-
ject to review. 

(f) PAYMENT OF PENALTIES.—Except as oth-
erwise provided, penalties collected under 
this section shall be paid to the Secretary 
(or other officer) imposing the penalty and 
shall be available without appropriation and 
until expended for the purpose of enforcing 
the provisions with respect to which the pen-
alty was imposed. 

TITLE V—DRIVER’S LICENSE PRIVACY 
SEC. 501. DRIVER’S LICENSE PRIVACY. 

Section 2725 of title 18, United States Code, 
is amended by striking paragraphs (2) 
through (4) and adding the following: 

‘‘(2) ‘person’ means an individual, organiza-
tion, or entity, but does not include a State 
or agency thereof; 

‘‘(3) ‘personal information’ means informa-
tion that identifies an individual, including 
an individual’s photograph, social security 
number, driver identification number, name, 
address (but not the 5-digit zip code), tele-
phone number, medical or disability infor-
mation, any physical copy of a driver’s li-
cense, birth date, information on physical 
characteristics, including height, weight, sex 
or eye color, or any biometric identifiers on 
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a license, including a finger print, but not in-
formation on vehicular accidents, driving 
violations, and driver’s status; 

‘‘(4) ‘highly restricted personal informa-
tion’ means an individual’s photograph or 
image, social security number, medical or 
disability information, any physical copy of 
a driver’s license, driver identification num-
ber, birth date, information on physical 
characteristics, including height, weight, 
sex, or eye color, or any biometric identifiers 
on a license, including a finger print; and’’. 

TITLE VI—MISCELLANEOUS 
SEC. 601. ENFORCEMENT BY STATE ATTORNEYS 

GENERAL. 
(a) IN GENERAL.—
(1) CIVIL ACTIONS.—In any case in which the 

attorney general of a State has reason to be-
lieve that an interest of the residents of that 
State has been or is threatened or adversely 
affected by the engagement of any person in 
a practice that is prohibited under title I, II, 
or IV of this Act or under any amendment 
made by such a title, the State, as parens 
patriae, may bring a civil action on behalf of 
the residents of the State in a district court 
of the United States of appropriate jurisdic-
tion to—

(A) enjoin that practice; 
(B) enforce compliance with such titles or 

such amendments; 
(C) obtain damage, restitution, or other 

compensation on behalf of residents of the 
State; or 

(D) obtain such other relief as the court 
may consider to be appropriate. 

(2) NOTICE.—
(A) IN GENERAL.—Before filing an action 

under paragraph (1), the attorney general of 
the State involved shall provide to the At-
torney General—

(i) written notice of the action; and 
(ii) a copy of the complaint for the action. 
(B) EXEMPTION.—
(i) IN GENERAL.—Subparagraph (A) shall 

not apply with respect to the filing of an ac-
tion by an attorney general of a State under 
this subsection, if the State attorney general 
determines that it is not feasible to provide 
the notice described in such subparagraph 
before the filing of the action. 

(ii) NOTIFICATION.—In an action described 
in clause (i), the attorney general of a State 
shall provide notice and a copy of the com-
plaint to the Attorney General at the same 
time as the State attorney general files the 
action. 

(b) INTERVENTION.—
(1) IN GENERAL.—On receiving notice under 

subsection (a)(2), the Attorney General shall 
have the right to intervene in the action 
that is the subject of the notice. 

(2) EFFECT OF INTERVENTION.—If the Attor-
ney General intervenes in an action under 
subsection (a), the Attorney General shall 
have the right to be heard with respect to 
any matter that arises in that action. 

(c) CONSTRUCTION.—For purposes of bring-
ing any civil action under subsection (a), 
nothing in this Act shall be construed to pre-
vent an attorney general of a State from ex-
ercising the powers conferred on such attor-
ney general by the laws of that State to—

(1) conduct investigations; 
(2) administer oaths or affirmations; or 
(3) compel the attendance of witnesses or 

the production of documentary and other 
evidence. 

(d) ACTIONS BY THE ATTORNEY GENERAL OF 
THE UNITED STATES.—In any case in which an 
action is instituted by or on behalf of the At-
torney General for violation of a practice 
that is prohibited under title I, II, IV, or V 
of this Act or under any amendment made by 
such a title, no State may, during the pend-
ency of that action, institute an action 
under subsection (a) against any defendant 

named in the complaint in that action for 
violation of that practice. 

(e) VENUE; SERVICE OF PROCESS.—
(1) VENUE.—Any action brought under sub-

section (a) may be brought in the district 
court of the United States that meets appli-
cable requirements relating to venue under 
section 1391 of title 28, United States Code. 

(2) SERVICE OF PROCESS.—In an action 
brought under subsection (a), process may be 
served in any district in which the defend-
ant—

(A) is an inhabitant; or 
(B) may be found. 

SEC. 602. FEDERAL INJUNCTIVE AUTHORITY. 
In addition to any other enforcement au-

thority conferred under this Act or under an 
amendment made by this Act, the Federal 
Government shall have injunctive authority 
with respect to any violation of any provi-
sion of title I, II, or IV of this Act or of any 
amendment made by such a title, without re-
gard to whether a public or private entity 
violates such provision.

By Mrs. FEINSTEIN (for herself 
and Mr. KYL): 

S. 746. A bill to prevent and respond 
to terrorism and crime at or through 
ports; to the Committee on Commerce, 
Science, and Transportation. 

Mrs. FEINSTEIN. Mr. President, I 
rise today to introduce the Anti-Ter-
rorism and Port Security Act of 2003, 
comprehensive legislation aimed at 
preventing and punishing a terrorist 
attack at or through one of our na-
tion’s 361 seaports. I would like to 
thank Senator KYL for joining me in 
sponsoring this bill. 

Currently, our seaports are the gap-
ing hole in our nation’s defense against 
terrorism. According to the U.S. Bu-
reau of Transportation Statistics, 
about 13 million containers, twenty-
foot equivalent units, came into United 
States ports in 2002. 

However, the U.S. government in-
spected only about two or three per-
cent of these containers—they rest 
were simply waved through. In addi-
tion, in almost every case, these in-
spections occurred after the containers 
arrive in the United States. 

The problem is that a single con-
tainer could contain 60,000 pounds of 
explosives—10 to 15 times the amount 
in the Ryder truck used to blow up the 
Murrah Federal Building in Oklahoma 
City—and a single container ship can 
carry as many as 8,000 containers at 
one time. 

Containers could easily be exploited 
to detonate a bomb that would destroy 
a bridge, seaport, or other critical in-
frastructure, causing mass destruction 
and killing thousands. 

Worse, a suitcase-sized nuclear de-
vice or radiological ‘‘dirty bomb’’ could 
also be installed in a container and 
shipped to the United States. The odds 
are that the container would never be 
inspected. 

And, even if the container was in-
spected, it would be too late. The weap-
on would already be in the United 
States—most likely near a major popu-
lation center. 

In addition, any attack on or through 
a seaport could have devastating eco-
nomic consequences. 

Excluding trade with Mexico and 
Canada, America’s ports handle 95 per-
cent of U.S. trade. Every year U.S. 
ports handle over 800 million tons of 
cargo valued at approximately $600 bil-
lion. 

The West Coast labor disruption last 
year cost the U.S. economy somewhere 
$1–2 billion a day—a total of $10–20 bil-
lion. A terrorist attack would have an 
ever graver impact. 

The U.S. would likely shut down all 
major U.S. ports, bringing thousands of 
factories to a standstill and leaving re-
tailers with bare shelves within days. 
And this shut down will have a ripple 
effect around the globe, raising the 
cost exponentially. 

In its December 2002 report, the Hart-
Rudman Terrorism Task Force dis-
cussed the implications of a possible 
terrorist attack at a seaport. Here is 
what they said:

If an explosive device were loaded in a con-
tainer and set off in a port, it would almost 
automatically raise concern about the integ-
rity of the 21,000 containers that arrive in 
U.S. ports each day and the many thousands 
more that arrive by truck and rail across 
U.S. land borders. A three-to-four-week clo-
sure of U.S. ports would bring the global con-
tainer industry to its knees. Megaports such 
as Rotterdam and Singapore would have to 
close their gates to prevent boxes from piling 
up on their limited pier space. Trucks, 
trains, and barges would be stranded outside 
the terminals with no way to unload their 
boxes. Boxes bound for the United States 
would have to be unloaded from their out-
bound ships. Service contracts would need to 
be renegotiated. As the system became grid-
locked, so would much of global commerce.

I am particularly concerned about 
such an attack because such an enor-
mous proportion of U.S. foreign trade 
passes through my home state of Cali-
fornia. 

Last year, 6.2 million imported con-
tainers—48 percent—passed through 
California, 5.7 million just through two 
ports alone: the Port of Los Angeles 
and the Port of Long Beach. 

That means that, if terrorists suc-
ceeded in putting a weapon of mass de-
struction into a container undetected, 
there is about a one in two chance that 
this weapon would arrive and/or be det-
onated in Southern California. 

And the problem is not just with con-
tainers. 

Nearly one-quarter of all of Califor-
nia’s imported crude oil is offloaded in 
one area. A suicide attack on a tanker 
at an offloading facility in this area 
could leave Southern California with-
out refined fuels within a few days. 

There is no doubt in my mind that 
terrorists are seeking to exploit 
vulnerabilities at our seaports right 
now. 

Indeed, the Al Qaeda training manual 
specifically mentions seaports as a 
point of vulnerability in our security. 

In addition, we know that Al Qaeda 
has already tried to attack American 
interests at and through seaports in 
the past. Let me mention some exam-
ples. 

In October 2001, Italian authorities 
found an Egyptian man suspected of 
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having ties to Al Qaeda in a container 
bound for Canada. He had false identi-
fications, maps of airports, a computer, 
a satellite phone, cameras, and plenty 
of cash on hand. 

In October 2000, Al Qaeda operatives 
successfully carried out a deadly bomb-
ing attack against the U.S.S. Cole in 
the port of Yemen. 

In 1998, Al Qaeda bombed the Amer-
ican Embassies in Kenya and Tanzania. 
Evidence suggests that the explosives 
the terrorists used were shipped to 
them by sea. And the investigation of 
the embassy bombings concluded that 
Bin Laden has close financial ties to 
various shipping companies. 

We cannot afford to be complacent. 
Terrorists can be very patient. We can-
not forget the successful attack on the 
World Trade Center on September 11 
took place eight years after a rel-
atively unsuccessful attack on the 
same target. 

I introduced legislation in the last 
Congress to offer a comprehensive solu-
tion to the problem of seaport vulner-
ability. I am pleased that some of its 
provisions we adopted in some form by 
recent regulatory changes as well as 
the Maritime transportation Security 
Act of 2002 and Trade Act of 2002. 

For example, one provision in my bill 
required shippers to provide manifest 
information to Customs at least 24 
hours before departure from a foreign 
port. Soon after the bill was intro-
duced, Customs published a draft regu-
lation with the same requirement. 

This requirement is now being en-
forced. However, Customs is still not 
getting all relevant information from 
every important party involved in the 
shipping process. 

In addition, I am pleased that, espe-
cially in the last six months, Customs 
has aggressively promoted its Con-
tainer Security Initiative (CSI). One of 
the core elements of this initiative in-
volves placing U.S. Customs inspectors 
at major foreign seaports to pre-screen 
cargo containers before they were 
shipped to America. 

Most of the biggest ports in the world 
are now participating in CSI. However, 
Customs has posted relatively few in-
spectors overseas and I believe that 
CSI can and should be expanded fur-
ther. 

The Maritime Transportation Safety 
Act of 2002 and Trade Act of 2002 also 
included a number of security meas-
ures. 

However, in my view, many of these 
measures do not go nearly far enough, 
particularly in the areas of criminal 
penalties, pushing back the border, 
minimum port and security standards, 
employee identification cards, research 
and development, and so on. And even 
the strongest provisions in these bills 
are, in some cases, years away from 
implementation. 

The bottom line is that, while we 
have made some modest improvements 
in seaport security in the last year, 
much more remains to be done. And, 
crucially, much remains to be done 
right now. 

In fact, I believe that our seaports re-
main almost as vulnerable today as 
they were before September 11. That is 
why I am introducing the Anti-Ter-
rorism and Port Security Act of 2003. 

This legislation builds on improve-
ments made to our laws in the last 
year but goes much further than those 
changes to ensure the security of our 
seaports. 

The Anti-Terrorism and Port Secu-
rity Act of 2003 does three main things: 

First, the bill ensure that our crimi-
nal laws apply to deter and punish ter-
rorists who choose to strike against 
our seaports. The bill closes a number 
of loopholes in our criminal laws to en-
sure that terrorists are held account-
able for any attacks. Let me provide a 
couple of examples. 

If a person blows up an airplane, he 
commits a crime. However, if he blows 
up a oil tanker, he does not commit a 
crime—unless he is doing it to injure 
the person. 

If a person distributes explosives to a 
non-U.S. national, he commits a crime. 
But if the same person sows mines in 
the San Francisco harbor, he does not 
commit a crime. 

Specifically, the bill would: Make it 
a crime for terrorists to attack a port 
or a cruise ship or deploy a weapon of 
mass destruction at or through a sea-
port. Make it a crime to put devices in 
U.S. waters that can destroy a ship or 
cargo or interfere with safe navigation 
or maritime commerce. Update our fed-
eral criminal piracy and privateering 
laws and increase penalties. Make it a 
crime to use a dangerous weapon or ex-
plosive to try to kill someone on board 
a passenger vessel. Make it a crime to 
fail to heave to (that is, to slow or 
stop) a vessel at the direction of a 
Coast Guard or other authorized fed-
eral law enforcement official seeking 
to board that vessel or to interfere 
with boarding by such an officer. Make 
it a crime to destroy an aid to mari-
time navigation, such as a buoy or 
shoal/breakwater light, maintained by 
the Coast Guard if this would endanger 
the safe navigation of a vessel. Make it 
a crime for terrorists or criminals to 
try to attack U.S. citizens or U.S. ma-
rine live by putting poisons in the 
water off shore. Require the Attorney 
General to issue regulations making it 
easier to determine the extent of crime 
and terrorism at seaports and improve 
communication between different law
enforcement agencies involved at 
ports. 

Second, the bill would help improve 
physical security at seaports by 
beefing up standards and ensuring 
greater coordination. Specific provi-
sions would: Designate the Captain-of-
the-Port as the primary authority for 
seaport security at each port. This 
would enable all parties involved in 
business at a port to understand who 
has final say on all security matters. 
Require minimum federal security 
standards for ports. These standards 
include restrictions on private vehicle 
access, a prohibition on unauthorized 

guns and explosives, and unauthorized 
physical access to terminal areas. They 
would also mandate that terminal 
areas at ports have a secure perimeter, 
monitored or locked access points, suf-
ficient lighting, and son on. Mandate 
that all Customs inspectors have per-
sonal radiation detection pagers. Re-
quire all port employees and contrac-
tors to have biometric smart identi-
fication cards. Require Captains-of-the-
Port to keep sensitive information on 
the port secure and protected. Such in-
formation would include, but not be 
limited to maps, blueprints, and infor-
mation on the Internet. 

Third, the bill would ensure that we 
devote our limited cargo inspection re-
sources in the most efficient and effec-
tive manner. The bill would improve 
our shipment profiling system by re-
quiring additional information from 
more relevant parties to the shipping 
process, and it would substantially im-
prove container security. Specifically, 
it would establish a comprehensive risk 
profiling plan for the Customs Service 
to focus their limited inspection capa-
bilities on high-risk cargo and con-
tainers. Under this plan, all relevant 
parties in the shipment process would 
provide electronically relevant and 
timely information to enable Customs 
to determine which shipments to in-
spect. Impose steep monetary sanc-
tions for failure to comply with infor-
mation filing requirements, including 
filing incorrect information (the cur-
rent penalty is only up to a few thou-
sand dollars). The Seaport Commission 
found that about 1⁄2 of the information 
on ship manifests was inaccurate. Push 
U.S. security scrutiny beyond our na-
tion’s borders and improve our ability 
to monitor and inspect cargo and con-
tainers before they arrive near Amer-
ica’s shores. If a weapon of mass de-
struction arrives in a U.S. port, it is 
too late. Require the use of high secu-
rity seals on all containers coming into 
the U.S. Require that each container to 
be transported through U.S. ports re-
ceive a universal transaction number 
that could be used to track container 
movement from origin to destination. 
Require all empty containers destined 
for U.S. ports to be secured. Authorize 
pilot programs to develop high-tech 
seals and sensors, including those that 
would provide real-time evidence of 
container tampering to a monitor at a 
terminal. Require ports to provide 
space to Customs so that the agency is 
able to use non-intrusive inspection 
technology. In many cases, Customs 
has to keep this technology outside the 
port and bring it in every day, which 
prevents some of the best inspection 
technology (which is not portable) 
from being used. Require the Depart-
ment of Homeland Security to take the 
relative number of imported containers 
received at each port into account in 
exercising its discretion in determining 
the allocation of funds appropriated for 
seaport security grants. 

I believe that the Anti-Terrorism and 
Port Security Act of 2003 would make a 
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significant contribution to protecting 
America from terrorist attacks at or 
through our seaports. I urge my col-
leagues to support the legislation.; 

I ask unanimous consent that the 
text of the bill be printed in the 
RECORD. 

There being no objection, the bill was 
ordered to be printed in the RECORD, as 
follows:

S. 746
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Anti-Terrorism and Port Security Act 
of 2003’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents for this Act is as follows:
Sec. 1. Short title; table of contents. 
TITLE I—DETERRING AND PUNISHING 

TERRORISM AND CRIME AT UNITED 
STATES PORTS 

Sec. 101. Destruction or interference with 
vessels or maritime facilities. 

Sec. 102. Criminal sanctions for placement 
of destructive devices or sub-
stances in United States juris-
dictional waters. 

Sec. 103. Piracy and privateering. 
Sec. 104. Use of a dangerous weapon or ex-

plosive on a passenger vessel. 
Sec. 105. Sanctions for failure to heave to 

and for obstruction of boarding 
and providing false informa-
tion. 

Sec. 106. Criminal sanctions for violence 
against maritime navigation. 

Sec. 107. Criminal sanctions for malicious 
dumping. 

Sec. 108. Attorney general to coordinate 
port-related crime data collec-
tion. 

TITLE II—PROTECTING UNITED STATES 
PORTS AGAINST TERRORISM AND CRIME 

Subtitle A—General Provision 
Sec. 201. Definitions. 

Subtitle B—Security Authority 
Sec. 211. Designated security authority. 

Subtitle C—Securing the Supply Chain 
Sec. 221. Manifest requirements. 
Sec. 222. Penalties for inaccurate manifest. 
Sec. 223. Shipment profiling plan. 
Sec. 224. Inspection of merchandise at for-

eign facilities. 
Subtitle D—Security of Seaports and 

Containers 
Sec. 231. Seaport security requirements. 
Sec. 232. Seaport security cards. 
Sec. 233. Securing sensitive information. 
Sec. 234. Container security. 
Sec. 235. Office and inspection facilities. 
Sec. 236. Security grants to seaports. 

TITLE III—AUTHORIZATION 
Sec. 301. Authorization of appropriations.
TITLE I—DETERRING AND PUNISHING 

TERRORISM AND CRIME AT UNITED 
STATES PORTS 

SEC. 101. DESTRUCTION OR INTERFERENCE 
WITH VESSELS OR MARITIME FA-
CILITIES. 

(a) IN GENERAL.—Title 18, United States 
Code, is amended by inserting after chapter 
65 the following:

‘‘CHAPTER 66—MARITIME VESSELS

‘‘Sec. 
‘‘1371. Jurisdiction and scope. 
‘‘1372. Destruction of vessel or maritime fa-

cility. 
‘‘1373. Imparting or conveying false informa-

tion.

‘‘§ 1371 Jurisdiction and scope 
‘‘(a) IN GENERAL.—There is jurisdiction 

under section 3231 over an offense under this 
chapter if—

‘‘(1) the prohibited activity takes place 
within the United States, or in waters or 
submerged lands thereunder subject to the 
jurisdiction of the United States; or 

‘‘(2) the prohibited activity takes place 
outside the United States, and—

‘‘(A) an offender or a victim of the prohib-
ited activity is a citizen of the United 
States; 

‘‘(B) a citizen of the United States was on 
board a vessel to which this chapter applies; 
or 

‘‘(C) the prohibited activity involves a ves-
sel of the United States. 

‘‘(b) APPLICABILITY.—Nothing in this chap-
ter shall apply to otherwise lawful activities 
carried out by, or at the direction of, the 
United States Government. 
‘‘§ 1372. Destruction of vessel or maritime fa-

cility 
‘‘(a) OFFENSES.—It shall be unlawful for 

any person—
‘‘(1) to willfully—
‘‘(A) set fire to, damage, destroy, disable, 

or wreck any vessel; or 
‘‘(B) place or cause to be placed a destruc-

tive device or destructive substance in, upon, 
or in proximity to, or otherwise make or 
cause to be made an unworkable or unusable 
or hazardous to work or use, any vessel (as 
defined in section 3 of title 1), or any part or 
other materials used or intended to be used 
in connection with the operation of a vessel; 
or 

‘‘(C) set fire to, damage, destroy, disable, 
or displace a destructive device or destruc-
tive substance in, upon, or in proximity to, 
any maritime facility, including any aid to 
navigation, lock, canal, or vessel traffic 
service facility or equipment, or interfere by 
force or violence with the operation of such 
maritime facility, if such action is likely to 
endanger the safety of any vessel in naviga-
tion; 

‘‘(D) set fire to, damage, destroy, disable, 
or place a destructive device or destructive 
substance in, upon, or in proximity to any 
appliance, structure, property, machine, ap-
paratus, or any facility or other material 
used or intended to be used in connection 
with the operation, maintenance, loading, 
unloading, or storage of any vessel or any 
passenger or cargo carried on, or intended to 
be carried on, any vessel; 

‘‘(E) perform an act of violence against or 
incapacitate an individual on a vessel, if 
such act of violence or incapacitation is like-
ly to endanger the safety of the vessel or 
those on board; 

‘‘(F) perform an act of violence against a 
person that causes or is likely to cause seri-
ous bodily injury in, upon, or in proximity to 
any appliance, structure, property, machine, 
apparatus, or any facility or other material 
used or intended to be used in connection 
with the operation, maintenance, loading, 
unloading, or storage of any vessel or any 
passenger or cargo carried or intended to be 
carried on any vessel; or 

‘‘(G) communicate information, knowing 
the information to be false and under cir-
cumstances in which such information may 
reasonably be believed, thereby endangering 
the safety of any vessel in navigation; or 

‘‘(2) to attempt or conspire to do anything 
prohibited under paragraph (1). 

‘‘(b) PENALTY.—Any person who—
‘‘(1) violates subparagraph (A) or (B) of 

subsection (a)(1) shall be fined in accordance 
with this title or imprisoned for a maximum 
life imprisonment term, or both, and if death 
results, shall be subject to the death penalty; 
and 

‘‘(2) violates subsection (a)(2) or subpara-
graph (C), (D), (E), (F), or (G) of subsection 
(a)(1) shall be fined in accordance with this 
title or imprisoned not more than 20 years, 
or both. 

‘‘(c) ADDITIONAL PENALTIES.—Any person 
who is fined or imprisoned in accordance 
with subsection (b) for an offense that in-
volved a vessel that, at the time the viola-
tion occurred, carried high-level radioactive 
waste or spent nuclear fuel shall be fined in 
accordance with this title or imprisoned for 
not less than 30 years, or for life. 

‘‘(d) THREATENED OFFENSE.—Any person 
who willfully imparts or conveys any threat 
to do an act which would violate this chap-
ter, with an apparent determination and will 
to carry out the threat, shall be—

‘‘(1) fined in accordance with this title or 
imprisoned not more than 5 years, or both; 
and 

‘‘(2) liable for all costs incurred as a result 
of such threat. 

‘‘(e) DEFINITIONS.—For purposes of this sec-
tion—

‘‘(1) the term ‘destructive device’ has the 
meaning as such term in section 921(a)(4); 

‘‘(2) the term ‘destructive substance’ has 
the meaning as such term in section 31; 

‘‘(3) the term ‘high-level radioactive waste’ 
has the meaning as such term in section 2(12) 
of the Nuclear Waste Policy Act of 1982 (42 
U.S.C. 10101(12)); 

‘‘(4) the term ‘serious bodily injury’ has 
the meaning as such term in section 1365(g); 
and 

‘‘(5) the term ‘spent nuclear fuel’ has the 
meaning as such term in section 2(23) of the 
Nuclear Waste Policy Act of 1982 (42 U.S.C. 
10101(23)). 
‘‘§ 1373. Imparting or conveying false infor-

mation 
‘‘(a) IN GENERAL.—Any person who imparts 

or conveys, or causes to be imparted or con-
veyed, false information, knowing the infor-
mation to be false, concerning an attempt or 
alleged attempt being made or to be made, 
to do any act that is an offense under this 
chapter or chapters 2, 97, or 111, shall be sub-
ject to a civil penalty of not more than 
$5,000, which shall be recoverable in a civil 
action brought in the name of the United 
States. 

‘‘(b) INCREASED PENALTY.—Any person who 
willfully and maliciously, or with reckless 
disregard for the safety of human life, im-
parts or conveys, or causes to be imparted or 
conveyed, false information, knowing the in-
formation to be false, concerning an attempt 
or alleged attempt being made by or to be 
made, to do any act that is an offense under 
this chapter or chapters 2, 97, or 111, shall be 
fined in accordance with this title or impris-
oned not more than 5 years, or both.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of chapters at the begin-
ning of title 18, is amended by inserting after 
the item relating to chapter 65 the following:
‘‘66. Maritime Vessels ......................... 1371’’.
SEC. 102. CRIMINAL SANCTIONS FOR PLACEMENT 

OF DESTRUCTIVE DEVICES OR SUB-
STANCES IN UNITED STATES JURIS-
DICTIONAL WATERS. 

(a) IN GENERAL.—Chapter 111 of title 18, 
United States Code, is amended by inserting 
after section 2280 the following: 
‘‘§ 2280A. Devices or substances in waters of 

the United States likely to destroy or dam-
age ships 
‘‘(a) IN GENERAL.—Any person who know-

ingly places or causes to be placed in waters 
subject to the jurisdiction of the United 
States, by any means, a device or substance 
that is likely to destroy or cause damage to 
a ship or its cargo, or cause interference 
with the safe navigation of vessels or inter-
ference with maritime commerce, such as by 
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damaging or destroying marine terminals, 
facilities, and any other maritime structure 
or entity used in maritime commerce, with 
the intent of causing such destruction or 
damage—

‘‘(1) shall be fined in accordance with this 
title and imprisoned for any term of years or 
for life; and 

‘‘(2) if the death of any person results from 
conduct prohibited under this section, may 
be punished by death. 

‘‘(b) APPLICABILITY.—Nothing in this sec-
tion shall be construed to apply to otherwise 
lawfully authorized and conducted activities 
of the United States Government.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of sections for chapter 111 
of title 18, United States Code, is amended by 
inserting after the item relating to section 
2280 the following:
‘‘2280A. Devices or substances in waters of 

the United States likely to de-
stroy or damage ships.’’.

SEC. 103. PIRACY AND PRIVATEERING. 
Chapter 81 of title 18, United States Code, 

is amended to read as follows:
‘‘CHAPTER 81—PIRACY AND 

PRIVATEERING

‘‘Sec. 
‘‘1651. Piracy. 
‘‘1652. Crimes against United States persons 

or property on board a ship or 
maritime structure. 

‘‘1653. Crimes against persons on board a ship 
or maritime structure within 
the territorial jurisdiction of 
the United States. 

‘‘1654. Crimes by United States citizens or 
resident aliens. 

‘‘1655. Privateering. 
‘‘1656. Theft or conversion of vessel, mari-

time structure, cargo, or ef-
fects. 

‘‘1657. Intentional wrecking or plunder of a 
vessel, maritime structure, 
cargo, or effects. 

‘‘1658. Knowing receipt of an illegally ac-
quired vessel, maritime struc-
ture, cargo, or effects. 

‘‘1659. Attempts. 
‘‘1660. Accessories. 
‘‘1661. Inapplicability to United States Gov-

ernment activities.
‘‘§ 1651. Piracy 

‘‘Any person who commits the crime of pi-
racy and is afterwards brought into, or found 
in, the United States shall be imprisoned for 
life. 
‘‘§ 1652. Crimes against United States persons 

or property on board a ship or maritime 
structure 
‘‘Any person who commits any illegal act 

of violence, detention, or depredation 
against the United States, including any ves-
sel of the United States, citizen of the 
United States, any commercial structure 
owned in whole or in part by a United States 
citizen or resident alien, or any United 
States citizen or resident alien, or the prop-
erty of that citizen or resident alien, on 
board a ship or maritime structure and is 
afterwards brought into or found in the 
United States, shall be fined in accordance 
with this title or imprisoned not more than 
20 years, or both. 
‘‘§ 1653. Crimes against persons on board a 

ship or maritime structure within the terri-
torial jurisdiction of the United States 
‘‘Any person who commits any illegal act 

of violence, detention, or depredation 
against an individual on board a ship or mar-
itime structure, or the property of that indi-
vidual, in waters or submerged lands there-
under, subject to the jurisdiction of the 
United States, shall be fined in accordance 

with this title or imprisoned not more than 
20 years, or both. 
‘‘§ 1654. Crimes by United States citizens or 

resident aliens 
‘‘Any person, being a United States citizen 

or resident alien, or purporting to act under 
the authority of the United States, who com-
mits any illegal act of violence, detention, or 
depredation against an individual on board a 
ship or maritime structure, or the property 
of that individual, shall be fined in accord-
ance with this title or imprisoned not more 
than 20 years, or both. 
‘‘§ 1655. Privateering 

‘‘(a) OFFENSE.—It shall be unlawful for any 
person to furnish, fit out, arm, or serve in a 
privateer or private vessel used to commit 
any illegal act of violence, detention, or dep-
redation against an individual, or the prop-
erty of that individual, or any vessel or mar-
itime structure without the express author-
ity of the United States Government when—

‘‘(1) the perpetrator of the act is a United 
States citizen or resident alien, or purports 
to act under authority of the United States; 

‘‘(2) the individual against whom the act is 
committed is a United States citizen or resi-
dent alien or the property, vessel, or mari-
time structure involved is owned, in whole or 
in part, by a United States citizen or resi-
dent alien; or 

‘‘(3) some element of the illegal act of vio-
lence, detention, or depredation is com-
mitted in waters subject to the jurisdiction 
of the United States. 

‘‘(b) PENALTY.—Any person who violates 
subsection (a) shall be fined in accordance 
with this title or imprisoned not more than 
20 years, or both. 
‘‘§ 1656. Theft or conversion of vessel, mari-

time structure, cargo, or effects 
‘‘(a) OFFENSE.—It shall be unlawful for any 

person who is a captain, officer, crewman, or 
passenger of a vessel or maritime structure 
to assist in the theft or conversion of such 
vessel or maritime structure, or its cargo or 
effects when—

‘‘(1) the perpetrator is a United States cit-
izen or resident alien, or purports to act 
under the authority of the United States; 

‘‘(2) the vessel, maritime structure, cargo, 
or effects is owned in whole or in part by a 
United States citizen or resident alien; or 

‘‘(3) some element of the theft or conver-
sion is committed in waters subject to the 
jurisdiction of the United States. 

‘‘(b) PENALTY.—Any person who violates 
subsection (a) shall be fined in accordance 
with this title or imprisoned not more than 
20 years, or both. 
‘‘§ 1657. Intentional wrecking or plunder of a 

vessel, maritime structure, cargo, or effects 
‘‘(a) OFFENSE.—It shall be unlawful for any 

person to—
‘‘(1) intentionally cause the wrecking of a 

vessel or maritime structure by act or omis-
sion, either directly such as by intentional 
grounding, or indirectly by modification or 
destruction of any navigational marker or 
safety device; 

‘‘(2) intentionally plunder, steal, or destroy 
a vessel, maritime structure, cargo, or ef-
fects when such vessel or maritime structure 
is in distress, wrecked, lost, stranded, or cast 
away; or 

‘‘(3) intentionally obstruct or interfere 
with the rescue of a person on board a vessel 
or maritime structure in distress, wrecked, 
lost, stranded, or cast away, or the legal sal-
vage of such a vessel, maritime structure, 
cargo, or effects, when—

‘‘(A) the perpetrator is a United States cit-
izen or resident alien, or purports to act 
under authority of the United States; 

‘‘(B) the vessel, maritime structure, cargo, 
or effects is owned in whole or in part by a 
United States citizen or resident alien; or 

‘‘(C) some element of the theft or conver-
sion is committed in waters subject to the 
jurisdiction of the United States. 

‘‘(b) PENALTY.—Any person who violates 
subsection (a) shall be fined in accordance 
with this title or imprisoned not more than 
20 years, or both. 
‘‘§ 1658. Knowing receipt of an illegally ac-

quired vessel, maritime structure, cargo, or 
effects 
‘‘Any person who knowingly receives or ac-

quires a vessel, maritime structure, cargo, or 
effects converted or obtained by action fall-
ing under any section of this chapter shall be 
fined in accordance with this title or impris-
oned not more than 20 years, or both. 
‘‘§ 1659. Attempts 

Any person who attempts any act which, if 
committed, would constitute an offense 
under this chapter shall be fined in accord-
ance with this title or imprisoned not more 
than 20 years, or both. 
‘‘§ 1660. Accessories 

‘‘(a) COMMISSION OF AN OFFENSE.—Any per-
son who knowingly assists any person in the 
commission of an act that constitutes an of-
fense under this chapter shall be fined in ac-
cordance with this title or imprisoned not 
more than 20 years, or both. 

‘‘(b) AVOIDANCE OF CONSEQUENCES.—Any 
person who knowingly assists any person in 
avoiding the consequences of an act that 
constitutes an offense under this chapter 
shall be fined in accordance with this title or 
imprisoned not more than 20 years, or both. 
‘‘§ 1661. Inapplicability to United States Gov-

ernment activities 
‘‘Nothing in this chapter shall apply to 

otherwise lawful activities—
‘‘(1) carried out by, or at the direction of, 

the United States Government; or 
‘‘(2) undertaken under a letter or marque 

and reprisal issued by the United States Gov-
ernment.’’. 
SEC. 104. USE OF A DANGEROUS WEAPON OR EX-

PLOSIVE ON A PASSENGER VESSEL. 
(a) IN GENERAL.—Chapter 39 of title 18, 

United States Code, is amended by inserting 
after section 831 the following: 
‘‘§ 832. Use of a dangerous weapon or explo-

sive on a passenger vessel 
‘‘(a) OFFENSE.—It shall be unlawful for any 

person to willfully—
‘‘(1) commit an act, including the use of a 

dangerous weapon, explosive, or incendiary 
device, with the intent to cause death or se-
rious bodily injury to a crew member or pas-
senger of a passenger vessel or any other per-
son while on board a passenger vessel; or 

‘‘(2) attempt, threaten, or conspire to do 
any act referred to in paragraph (1). 

‘‘(b) PENALTY.—An person who violates 
subsection (a) shall be fined in accordance 
with this title or imprisoned not more than 
20 years, or both. 

‘‘(c) AGGRAVATED OFFENSE.—Any person 
who commits an offense described in sub-
section (a) in a circumstance in which—

‘‘(1) the vessel was carrying a passenger at 
the time of the offense; or 

‘‘(2) the offense has resulted in the death of 
any person;
shall be guilty of an aggravated offense and 
shall be fined in accordance with this title or 
imprisoned for any term of years or for life. 

‘‘(d) APPLICABILITY.—This section shall 
apply to vessels that are subject to the juris-
diction of the United States, and vessels car-
rying passengers who are United States citi-
zens or resident aliens, wherever located. 

‘‘(e) DEFINITIONS.—For purposes of this sec-
tion—

‘‘(1) the term ‘dangerous weapon’ has the 
meaning given such term in section 930(g); 

‘‘(2) the term ‘explosive or incendiary de-
vice’ has the meaning given such term in 
section 232(5); 
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‘‘(3) the term ‘passenger’ has the same 

meaning given such term in section 2101(21) 
of title 46; 

‘‘(4) the term ‘passenger vessel’ has the 
same meaning given such term in section 
2101(22) of title 46; and 

‘‘(5) the term ‘serious bodily injury’ has 
the meaning given such term in section 
1365(g).’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of sections for chapter 39 of 
title 18, United States Code, is amended by 
inserting after the item relating to section 
831 the following:
‘‘832. Use of a dangerous weapon or explosive 

on a passenger vessel.’’.
SEC. 105. SANCTIONS FOR FAILURE TO HEAVE TO 

AND FOR OBSTRUCTION OF BOARD-
ING AND PROVIDING FALSE INFOR-
MATION. 

(a) IN GENERAL.—Chapter 109 of title 18, 
United States Code, is amended by adding at 
the end the following: 
‘‘§ 2237. Sanctions for failure to heave to; 

sanctions for obstruction of boarding or 
providing false information 
‘‘(a) FAILURE TO HEAVE TO.—It shall be un-

lawful for the master, operator, or person in 
charge of a vessel of the United States, or a 
vessel subject to the jurisdiction of the 
United States, to knowingly fail to obey an 
order to heave to on being ordered to do so 
by an authorized Federal law enforcement 
officer. 

‘‘(b) OBSTRUCTION OF BOARDING AND PRO-
VIDING FALSE INFORMATION.—It shall be un-
lawful for any person on board a vessel of the 
United States or a vessel subject to the juris-
diction of the United States to—

‘‘(1) forcibly assault, resist, oppose, pre-
vent, impede, intimidate, or interfere with a 
boarding or other law enforcement action 
authorized by any Federal law, or to resist a 
lawful arrest; or 

‘‘(2) provide information to a Federal law 
enforcement officer during a boarding of a 
vessel regarding the vessel’s destination, ori-
gin, ownership, registration, nationality, 
cargo, or crew that the person knows is false. 

‘‘(c) LIMITATIONS.—This section shall not 
limit the authority of—

‘‘(1) an officer under section 581 of the Tar-
iff Act of 1930 (19 U.S.C. 1581) or any other 
provision of law enforced or administered by 
the Secretary of the Treasury or the Under 
Secretary for Border and Transportation Se-
curity of the Department of Homeland Secu-
rity; or 

‘‘(2) a Federal law enforcement officer 
under any law of the United States to order 
a vessel to stop or heave to. 

‘‘(d) CONSENT OR OBJECTION TO ENFORCE-
MENT.—A foreign nation may consent or 
waive objection to the enforcement of United 
States law by the United States under this 
section by radio, telephone, or similar oral 
or electronic means, which consent or waiver 
may be proven by certification of the Sec-
retary of State or the Secretary’s designee. 

‘‘(e) PENALTY.—Any person who inten-
tionally violates this section shall be fined 
in accordance with this title and imprisoned 
not more than 1 year. 

‘‘(f) DEFINITIONS.—For purposes of this sec-
tion—

‘‘(1) the terms ‘vessel of the United States’ 
and ‘vessel subject to the jurisdiction of the 
United States’ have the same meanings as 
such terms in section 3 of the Maritime Drug 
Law Enforcement Act (46 U.S.C. App. 1903); 

‘‘(2) the term ‘heave to’ means to cause a 
vessel to slow, come to a stop, or adjust its 
course or speed to account for the weather 
conditions and sea state to facilitate a law 
enforcement boarding; and 

‘‘(3) the term ‘Federal law enforcement of-
ficer’ has the same meaning as such term in 
section 115.’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of sections for chapter 109 
of title 18, United States Code, is amended by 
adding at the end the following:
‘‘2237. Sanctions for failure to heave to; sanc-

tions for obstruction of board-
ing or providing false informa-
tion.’’.

SEC. 106. CRIMINAL SANCTIONS FOR VIOLENCE 
AGAINST MARITIME NAVIGATION. 

Section 2280(a) of title 18, United States 
Code, is amended—

(1) in paragraph (1)—
(A) by redesignating subparagraphs (F), 

(G), and (H) as (G), (H), and (I), respectively; 
(B) by inserting after subparagraph (E) the 

following: 
‘‘(F) destroys, damages, alters, moves, or 

tampers with any aid to maritime naviga-
tion maintained by the Saint Lawrence Sea-
way Development Corporation under the au-
thority of section 4 of the Act of May 13, 
1954, (33 U.S.C. 984) or the Coast Guard pursu-
ant to section 81 of title 14, or lawfully main-
tained by the Coast Guard pursuant to sec-
tion 83 of title 14, if such act endangers or is 
likely to endanger the safe navigation of a 
ship;’’; and 

(C) in subparagraph (I), as so redesignated, 
by striking ‘‘through (G)’’ and inserting 
‘‘through (H)’’; and 

(2) in paragraph (2), by striking ‘‘(C) or 
(E)’’ and inserting ‘‘(C), (E), or (F)’’. 
SEC. 107. CRIMINAL SANCTIONS FOR MALICIOUS 

DUMPING. 
(a) IN GENERAL.—Chapter 111 of title 18, 

United States Code, is amended by adding at 
the end the following: 
‘‘§ 2282. Knowing discharge or release 

‘‘(a) ENDANGERMENT OF HUMAN LIFE.—Any 
person who knowingly discharges or releases 
oil, a hazardous material, a noxious liquid 
substance, or any other substance into the 
navigable waters of the United States or the 
adjoining shoreline with the intent to endan-
ger human life, health, or welfare— 

‘‘(1) shall be fined in accordance with this 
title and imprisoned for any term of years or 
for life; and 

‘‘(2) if the death of any person results from 
conduct prohibited under this section, may 
be punished by death. 

‘‘(b) ENDANGERMENT OF MARINE ENVIRON-
MENT.—Any person who knowingly dis-
charges or releases oil, a hazardous material, 
a noxious liquid substance, or any other sub-
stance into the navigable waters of the 
United States or the adjacent shoreline with 
the intent to endanger the marine environ-
ment shall be fined in accordance with this 
title or imprisoned not more than 30 years, 
or both. 

‘‘(c) DEFINITIONS.—For purposes of this sec-
tion—

‘‘(1) the term ‘discharge’ means any spill-
ing, leaking, pumping, pouring, emitting, 
emptying, or dumping; 

‘‘(2) the term ‘hazardous material’ has the 
same meaning given such term in section 
2101(14) of title 46; 

‘‘(3) the term ‘marine environment’ has the 
same meaning given such term in section 
2101(15) of title 46; 

‘‘(4) the term ‘navigable waters’ has the 
same meaning given such term in section 
502(7) of the Federal Water Pollution Control 
Act (33 U.S.C. 1362(7)), and also includes the 
territorial sea of the United States as de-
scribed in Presidential Proclamation 5928 of 
December 27, 1988; and 

‘‘(5) the term ‘noxious liquid substance’ 
has the same meaning given such term in the 
MARPOL Protocol as defined in section 
2(a)(3) of the Act to Prevent Pollution from 
Ships (33 U.S.C. 1901(a)(3)).’’. 

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of sections for chapter 111 

of title 18, United States Code, is amended by 
adding at the end the following:
‘‘2282. Knowing discharge or release.’’.
SEC. 108. ATTORNEY GENERAL TO COORDINATE 

PORT-RELATED CRIME DATA COL-
LECTION. 

(a) REGULATIONS.—The Attorney General 
shall issue regulations to—

(1) require the reporting by a carrier that 
is the victim of a cargo theft offense to the 
Attorney General of information on the 
cargo theft offense (including offenses occur-
ring outside ports of entry and ports of ship-
ment origination) that identifies the port of 
entry, the port where the shipment origi-
nated, where the theft occurred, and any 
other information specified by the Attorney 
General; 

(2) create a database to contain the reports 
described in paragraph (1) and integrate 
those reports, to the extent feasible, with 
other noncriminal justice and intelligence 
data, such as insurer bill of lading, cargo 
contents and value, point of origin, and lien 
holder filings; and 

(3) prescribe procedures for access to the 
database created in accordance with para-
graph (2) by appropriate Federal, State, and 
local governmental agencies and private 
companies or organizations, while limiting 
access to privacy of the information in ac-
cordance with other applicable Federal laws. 

(b) MODIFICATION OF DATABASES.—
(1) IN GENERAL.—United States Govern-

ment agencies with significant regulatory or 
law enforcement responsibilities at United 
States ports shall, to the extent feasible, 
modify their information databases to en-
sure the collection and retrievability of data 
relating to crime, terrorism, and related ac-
tivities at, or affecting, United States ports. 

(2) DESIGNATION OF AGENCIES.—The Attor-
ney General, after consultation with the Sec-
retary of Homeland Security, shall designate 
the agencies referred to in paragraph (1). 

(c) OUTREACH PROGRAM.—The Attorney 
General, in consultation with the Secretary 
of Homeland Security, the National Mari-
time Security Advisory Committee estab-
lished under section 70112 of title 46, United 
States Code, and the appropriate Federal and 
State agencies, shall establish an outreach 
program—

(1) to work with State and local law en-
forcement officials to harmonize the report-
ing of data on cargo theft among States and 
localities with the United States Govern-
ment’s reports; and 

(2) to work with local port security com-
mittees to disseminate cargo theft informa-
tion to appropriate law enforcement offi-
cials. 

(d) ANNUAL REPORT.—The Attorney Gen-
eral shall report annually to the Committee 
on the Judiciary of the Senate and the House 
of Representatives on the implementation of 
this section. 

(e) INTERSTATE OR FOREIGN SHIPMENTS BY 
CARRIER; STATE PROSECUTIONS.—

(1) STATE PROSECUTIONS.—Section 659 of 
title 18, United States Code, is amended—

(A) in the first undesignated paragraph—
(i) by striking ‘‘Whoever embezzles’’ and 

inserting the following: 
‘‘(a) OFFENSE; PENALTY.—Whoever—
‘‘(1) embezzles’’; 
(ii) by striking ‘‘from any pipeline system’’ 

and all that follows through ‘‘with intent to 
convert to his own use’’; and 

(iii) by striking ‘‘or’’ at the end; 
(B) in the second undesignated paragraph—
(i) by striking ‘‘Whoever buys’’ and insert-

ing the following: 
‘‘(2) buys’’; and 
(ii) by striking ‘‘or’’ at the end; 
(C) in the third undesignated paragraph—
(i) by striking ‘‘Whoever embezzles’’ and 

inserting the following’’
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‘‘(3) embezzles’’; and 
(ii) by striking ‘‘with intent to convert to 

his own use’’; 
(D) in the fourth undesignated paragraph, 

by striking ‘‘Whoever embezzles’’ and insert-
ing the following: 

‘‘(4) embezzles’’; 
(E) in the fifth undesignated paragraph, by 

striking ‘‘Shall in each case’’ and inserting 
the following:

‘‘shall in each case’’; 
(F) in the sixth undesignated paragraph, by 

striking ‘‘The’’ and inserting the following: 
‘‘(b) LOCATION OF OFFENSE.—The’’; 
(G) in the seventh undesignated paragraph, 

by striking ‘‘The’’ and inserting the fol-
lowing’’

‘‘(c) SEPARATE OFFENSE.—The’’; 
(H) in the eighth undesignated paragraph, 

by striking ‘‘To’’ and inserting the following: 
‘‘(d) PRIMA FACIE EVIDENCE.—To’’; 
(I) in the ninth undesignated paragraph, by 

striking ‘‘A’’ and inserting the following: 
‘‘(e) PROSECUTION.—A’’; and 
(J) by adding at the end the following: 
‘‘(f) CIVIL PENALTY.—
‘‘(1) IN GENERAL.—Notwithstanding any 

other provision of law, and in addition to 
any penalties that may be available under 
any other provision of law, a person who is 
found by the Secretary of Homeland Secu-
rity, after notice and an opportunity for a 
hearing, to have violated this section or a 
regulation issued under this section shall be 
liable to the United States for a civil penalty 
not to exceed $25,000 for each violation. 

‘‘(2) SEPARATE VIOLATIONS.—Each day of a 
continuing violation shall constitute a sepa-
rate violation. 

‘‘(3) AMOUNT OF PENALTY.—
‘‘(A) IN GENERAL.—The amount of a civil 

penalty for a violation of this section or a 
regulation issued under this section shall be 
assessed by the Attorney General, or the des-
ignee of the Attorney General, by written 
notice. 

‘‘(B) CONSIDERATIONS.—In determining the 
amount of a civil penalty under this para-
graph, the Attorney General shall take into 
account—

‘‘(i) the nature, circumstances, extent, and 
gravity of the prohibited act committed; and 

‘‘(ii) with respect to the violator, the de-
gree of culpability, any history of prior of-
fenses, ability to pay, and such other mat-
ters as justice may require. 

‘‘(4) MODIFICATION OF PENALTY.—The Sec-
retary of Homeland Security may com-
promise, modify, or remit, with or without 
conditions, any civil penalty that is subject 
to imposition or which has been imposed 
under this section. 

‘‘(5) FAILURE TO PAY.—If a person fails to 
pay an assessment of a civil penalty after it 
has become final, the Secretary of Homeland 
Security may refer the matter to the Attor-
ney General for collection in an appropriate 
district court of the United States. 

‘‘(g) DEFINITION.—For purposes of this sec-
tion, the term ‘goods or chattels’ means to 
be moving as an interstate or foreign ship-
ment at all points between the point of ori-
gin and the final destination (as evidenced 
by the waybill or other shipping document of 
the shipment) regardless of any temporary 
stop while awaiting transshipment or other-
wise.’’. 

(2) FEDERAL SENTENCING GUIDELINES.—Pur-
suant to section 994 of title 28, United States 
Code, the United States Sentencing Commis-
sion shall review the Federal Sentencing 
Guidelines to determine whether sentencing 
enhancement is appropriate for any offense 
under section 659 of title 18, United States 
Code, as amended by this subsection. 

(3) ANNUAL REPORT.—The Attorney General 
shall annually submit to Congress a report 

that shall include an evaluation of law en-
forcement activities relating to the inves-
tigation and prosecution of offenses under 
section 659 of title 18, United States Code.

TITLE II—PROTECTING UNITED STATES 
PORTS AGAINST TERRORISM AND CRIME 

Subtitle A—General Provision 
SEC. 201. DEFINITIONS. 

In this title: 
(1) AIRCRAFT.—The term ‘‘aircraft’’ has the 

meaning given that term in section 40102 of 
title 49, United States Code. 

(2) CAPTAIN-OF-THE-PORT.—The term ‘‘Cap-
tain-of-the-Port’’, with respect to a United 
States seaport, means the individual des-
ignated by the Commandant of the Coast 
Guard as the Captain-of-the-Port at that sea-
port. 

(3) COMMON CARRIER.—The term ‘‘common 
carrier’’ means any person that holds itself 
out to the general public as a provider for 
hire of a transportation by water, land, or 
air of merchandise, whether or not the per-
son actually operates the vessel, vehicle, or 
aircraft by which the transportation is pro-
vided, between a port or place and a port or 
place in the United States. 

(4) CONTAINER.—The term ‘‘container’’ 
means a container that is used or designed 
for use for the international transportation 
of merchandise by vessel, vehicle, or air-
craft. 

(5) DIRECTORATE.—The term ‘‘Directorate’’ 
means the Border and Transportation Secu-
rity Directorate of the Department of Home-
land Security. 

(6) MANUFACTURER.—The term ‘‘manufac-
turer’’ means a person who fabricates or as-
sembles merchandise for sale in commerce. 

(7) MERCHANDISE.—The term ‘‘merchan-
dise’’ has the meaning given that term in 
section 401 of the Tariff Act of 1930 (19 U.S.C. 
1401). 

(8) OCEAN TRANSPORTATION INTER-
MEDIARY.—The term ‘‘ocean transportation 
intermediary’’ has the meaning given that 
term in section 515.2 of title 46, Code of Fed-
eral Regulations (as in effect on January 1, 
2003). 

(9) SHIPMENT.—The term ‘‘shipment’’ 
means cargo traveling in international com-
merce under a bill of lading. 

(10) SHIPPER.—The term ‘‘shipper’’ means—
(A) a cargo owner; 
(B) the person for whose account ocean 

transportation is provided; 
(C) the person to whom delivery of mer-

chandise is to be made; or 
(D) a common carrier that accepts respon-

sibility for payment of all charges applicable 
under a tariff or service contract. 

(11) UNITED STATES SEAPORT.—The term 
‘‘United States seaport’’ means a place in 
the United States on a waterway with shore-
side facilities for the intermodal transfer of 
cargo containers that are used in inter-
national trade. 

(12) VEHICLE.—The term ‘‘vehicle’’ has the 
meaning given that term in section 401 of the 
Tariff Act of 1930 (19 U.S.C. 1401). 

(13) VESSEL.—The term ‘‘vessel’’ has the 
meaning given that term in section 401 of the 
Tariff Act of 1930 (19 U.S.C. 1401). 

Subtitle B—Security Authority 
SEC. 211. DESIGNATED SECURITY AUTHORITY. 

The Captain-of-the-Port of each United 
States seaport shall be the primary author-
ity responsible for security at the United 
States seaport and shall—

(1) coordinate security at such seaport; and 
(2) be the point of contact on seaport secu-

rity issues for civilian and commercial port 
entities at such seaport.

Subtitle C—Securing the Supply Chain 
SEC. 221. MANIFEST REQUIREMENTS. 

Section 431(b) of the Tariff Act of 1930 (19 
U.S.C. 1431(b)) is amended—

(1) by striking ‘‘Any manifest’’ and insert-
ing the following: 

‘‘(1) IN GENERAL.—Any manifest’’; and 
(2) by adding at the end the following new 

paragraph: 
‘‘(2) REQUIRED INFORMATION.—
‘‘(A) REQUIREMENT.—In addition to any 

other requirement under this section, the 
pilot, master, operator, or owner (or the au-
thorized agent of such operator or owner) of 
every vessel required to make entry or ob-
tain clearance under the laws of the United 
States shall transmit electronically the 
cargo manifest information described in sub-
paragraph (B) in such manner and form as 
the Secretary shall prescribe. The Secretary 
shall ensure the electronic information is 
maintained securely, and is available only to 
individuals with Federal Government secu-
rity responsibilities. 

‘‘(B) CONTENT.—The cargo manifest re-
quired by subparagraph (A) shall consist of 
the following information: 

‘‘(i) The port of arrival and departure. 
‘‘(ii) The carrier code assigned to the ship-

per. 
‘‘(iii) The flight, voyage, or trip number. 
‘‘(iv) The dates of scheduled arrival and de-

parture. 
‘‘(v) A request for a permit to proceed to 

the destination, if such permit is required. 
‘‘(vi) The numbers and quantities from the 

carrier’s master airway bill, bills of lading, 
or ocean bills of lading. 

‘‘(vii) The first port of lading of the cargo 
and the city in which the carrier took re-
ceipt of the cargo.

‘‘(viii) A description and weight of the 
cargo (including the Harmonized Tariff 
Schedule of the United States number under 
which the cargo is classified) or, for a sealed 
container, the shipper’s declared description 
and weight of the cargo. 

‘‘(ix) The shipper’s name and address, or an 
identification number, from all airway bills 
and bills of lading. 

‘‘(x) The consignee’s name and address, or 
an identification number, from all airway 
bills and bills of lading. 

‘‘(xi) Notice of any discrepancy between 
actual boarded quantities and airway bill or 
bill of lading quantities, except that a car-
rier is not required by this clause to verify 
boarded quantities of cargo in sealed con-
tainers. 

‘‘(xii) Transfer or transit information for 
the cargo while it has been under the control 
of the carrier. 

‘‘(xiii) The location of the warehouse or 
other facility where the cargo was stored 
while under the control of the carrier. 

‘‘(xiv) The name and address, or identifica-
tion number of the carrier’s customer includ-
ing the forwarder, nonvessel operating com-
mon carrier, and consolidator. 

‘‘(xv) The conveyance name, national flag, 
and tail number, vessel number, or train 
number. 

‘‘(xvi) The country of origin and ultimate 
destination. 

‘‘(xvii) The carrier’s reference number, in-
cluding the booking or bill number. 

‘‘(xviii) The shipper’s commercial invoice 
number and purchase order number. 

‘‘(xix) Information regarding any haz-
ardous material contained in the cargo. 

‘‘(xx) License information including the li-
cense code, license number, or exemption 
code. 

‘‘(xxi) The container number for container-
ized shipments. 

‘‘(xxii) Certification of the empty condi-
tion of any empty containers. 

‘‘(xxiii) Any additional information that 
the Secretary, in consultation with the Sec-
retary of Homeland Security, by regulation 
determines is reasonably necessary to ensure 
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aviation, maritime, and surface transpor-
tation safety pursuant to the laws enforced 
and administered by the Secretary or the 
Under Secretary for Border and Transpor-
tation Security of the Department of Home-
land Security.’’. 
SEC. 222. PENALTIES FOR INACCURATE MANI-

FEST. 
(a) FALSITY OR LACK OF MANIFEST.—Sec-

tion 584 of the Tariff Act of 1930 (19 U.S.C. 
1584) is amended—

(1) in subsection (a)(1)—
(A) by striking ‘‘$1,000’’ each place it ap-

pears and inserting ‘‘$50,000’’; and 
(B) by striking ‘‘$10,000’’ and inserting 

‘‘$50,000’’; and 
(2) by adding at the end the following new 

subsection: 
‘‘(c) CRIMINAL PENALTIES.—Any person who 

ships or prepares for shipment any merchan-
dise bound for the United States who inten-
tionally provides inaccurate or false infor-
mation, whether inside or outside the United 
States, with respect to such merchandise for 
the purpose of introducing such merchandise 
into the United States in violation of the 
laws of the United States, shall be liable, 
upon conviction of a violation of this sub-
section, for a fine of not more than $50,000 or 
imprisonment for 1 year, or both; except that 
if the importation of such merchandise into 
the United States is prohibited, such person 
shall be liable for an additional fine of not 
more than $50,000 or imprisonment for not 
more than 5 years, or both.’’. 

(b) PENALTIES FOR VIOLATIONS OF THE AR-
RIVAL, REPORTING, ENTRY, AND CLEARANCE 
REQUIREMENTS.—Subsections (b) and (c) of 
section 436 of Tariff Act of 1930 (19 U.S.C. 
1436) are amended to read as follows: 

‘‘(b) CIVIL PENALTY.—Any master, person 
in charge of a vessel, vehicle, or aircraft 
pilot who commits any violation listed in 
subsection (a) shall be liable for a civil pen-
alty of $25,000 for the first violation, and 
$50,000 for each subsequent violation, and 
any conveyance used in connection with any 
such violation is subject to seizure and for-
feiture. 

‘‘(c) CRIMINAL PENALTY.—In addition to 
being liable for a civil penalty under sub-
section (b), any master, person in charge of 
a vessel, vehicle, or aircraft pilot who inten-
tionally commits or causes another to com-
mit any violation listed in subsection (a) 
shall be liable, upon conviction, for a fine of 
not more than $50,000 or imprisonment for 1 
year, or both; except that if the conveyance 
has, or is discovered to have had, on board 
any merchandise (other than sea stores or 
the equivalent for conveyances other than 
vessels) the importation of which into the 
United States is prohibited, such individual 
shall be liable for an additional fine of not 
more than $50,000 or imprisonment for not 
more than 5 years, or both.’’. 
SEC. 223. SHIPMENT PROFILING PLAN. 

(a) IN GENERAL.—The Secretary of Home-
land Security shall develop a shipment 
profiling plan to track containers and ship-
ments of merchandise to be imported into 
the United States. The tracking system shall 
be designed to identify any shipment that is 
a threat to the security of the United States 
before such shipment enters the United 
States. 

(b) INFORMATION REQUIREMENTS.—
(1) CONTENT.—The shipment profiling plan 

required by subsection (a) shall at a min-
imum—

(A) require common carriers, shippers, and 
ocean transportation intermediaries to pro-
vide appropriate information regarding each 
shipment of merchandise, including the in-
formation required under section 431(b) of 
the Tariff Act of 1930 (19 U.S.C. 1431(b)) to the 
Secretary of Homeland Security; and 

(B) require shippers to use a standard 
international bill of lading for each ship-
ment that includes—

(i) the weight of the cargo; 
(ii) the value of the cargo; 
(iii) the vessel name; 
(iv) the voyage number; 
(v) a description of each container; 
(vi) a description of the nature, type, and 

contents of the shipment; 
(vii) the code number from the Harmonized 

Tariff Schedule; 
(viii) the port of destination; 
(ix) the final destination of the cargo; 
(x) the means of conveyance of the cargo; 
(xi) the origin of the cargo; 
(xii) the name of the precarriage deliverer 

or agent; 
(xiii) the port at which the cargo was load-

ed; 
(xiv) the name of the formatting agent; 
(xv) the bill of lading number; 
(xvi) the name of the shipper; 
(xvii) the name of the consignee; 
(xviii) the universal transaction number or 

carrier code assigned to the shipper by the 
Secretary; 

(xix) the information contained in the con-
tinuous synopsis record for the vessel trans-
porting the shipment; and 

(xx) any additional information that the 
Secretary by regulation determines is rea-
sonably necessary to ensure seaport safety. 

(2) CONTINUOUS SYNOPSIS RECORD DEFINED.—
In this subsection, the term ‘‘continuous 
synopsis record’’ means the continuous syn-
opsis record required by regulation 5 of chap-
ter XI-1 of the Annex to the International 
Convention of the Safety of Life at Sea, 1974. 

(3) EFFECTIVE DATE.—The requirement im-
posed under clause (xix) of paragraph (1)(B) 
shall take effect on July 1, 2004. 

(c) CREATION OF PROFILE.—The Secretary 
of Homeland Security shall combine the in-
formation described in subsection (b) with 
other law enforcement and national security 
information that the Secretary determines 
useful to assist in locating containers and 
shipments that could pose a threat to the se-
curity of the United States and to create a 
profile of every container and every ship-
ment within the container that will enter 
the United States. 

(d) CARGO SCREENING.—
(1) IN GENERAL.—Officers of the Directorate 

shall review the profile of a shipment that a 
shipper desires to transport into the United 
States to determine whether the shipment or 
the container in which it is carried should be 
subjected to additional inspection by the Di-
rectorate. In making such a determination, 
an officer shall consider, in addition to any 
other relevant factors—

(A) whether the shipper has regularly 
shipped cargo to the United States in the 
past; and 

(B) the specificity of the description of the 
shipment’s contents. 

(2) NOTIFICATION.—The Secretary of Home-
land Security shall transmit to the shipper 
and the person in charge of the vessel, air-
craft, or vehicle on which a shipment is lo-
cated a notification of whether the shipment 
is to be subjected to additional inspection as 
described in paragraph (1). 

(e) CONSISTENCY WITH THE NATIONAL CUS-
TOMS AUTOMATION PROGRAM.—The Secretary 
of Homeland Security, in consultation with 
the Secretary of the Treasury, shall ensure 
that the National Customs Automation Pro-
gram established pursuant to section 411 of 
the Tariff Act of 1930 (19 U.S.C. 1411) is com-
patible with the shipment profile plan devel-
oped under this section. 
SEC. 224. INSPECTION OF MERCHANDISE AT FOR-

EIGN FACILITIES. 
Not later than 180 days after the date of 

enactment of this Act, the Secretary of 

Homeland Security shall submit to Congress 
a plan to—

(1) station inspectors from the Directorate, 
other Federal agencies, or the private sector 
at the foreign facilities of manufacturers or 
common carriers to profile and inspect mer-
chandise and the containers or other means 
by which such merchandise is transported as 
they are prepared for shipment on a vessel 
that will arrive at any port or place in the 
United States; 

(2) develop procedures to ensure the secu-
rity of merchandise inspected as described in 
paragraph (1) until it reaches the United 
States; and 

(3) permit merchandise inspected as de-
scribed in paragraph (1) to receive expedited 
inspection upon arrival in the United States. 

Subtitle D—Security of Seaports and 
Containers 

SEC. 231. SEAPORT SECURITY REQUIREMENTS. 

(a) REQUIREMENT.—Not later than 180 days 
after the date of enactment of this Act, the 
Secretary of Homeland Security shall issue 
final regulations setting forth minimum se-
curity requirements, including security per-
formance standards for United States sea-
ports. The regulations shall—

(1) limit private vehicle access to the ter-
minal area of a United States seaport to ve-
hicles that are registered at such seaport and 
display a seaport registration pass; 

(2) prohibit individuals, other than law en-
forcement officers, from carrying firearms or 
explosives inside a United States seaport 
without written authorization from the Cap-
tain-of-the-Port; 

(3) prohibit individuals from physically ac-
cessing the terminal area of a United States 
seaport without a seaport specific access 
pass; 

(4) require that officers of the Directorate, 
and other appropriate law enforcement offi-
cers, at United States seaports be provided 
with, and utilize, personal radiation detec-
tion pagers to increase the ability of such of-
ficers to accurately detect radioactive mate-
rials that could be used to commit terrorist 
acts in the United States; 

(5) require that the terminal area of each 
United States seaport be equipped with—

(A) a secure perimeter; 
(B) monitored or locked access points; and 
(C) sufficient lighting; and 
(6) include any additional security require-

ment that the Secretary determines is rea-
sonably necessary to ensure seaport secu-
rity. 

(b) LIMITATION.—Except as provided in sub-
section (c), any United States seaport that 
does not meet the minimum security re-
quirements described in subsection (a) is pro-
hibited from—

(1) handling, storing, stowing, loading, dis-
charging, or transporting dangerous cargo; 
and 

(2) transferring passengers to or from a 
passenger vessel that—

(A) weighs more than 100 gross tons; 
(B) carries more than 12 passengers for 

hire; and 
(C) has a planned voyage of more than 24 

hours, part of which is on the high seas. 
(c) EXCEPTION.—The Secretary of Home-

land Security may waive 1 or more of the 
minimum requirements described in sub-
section (a) for a United States seaport if the 
Secretary determines that it is not appro-
priate for such seaport to implement the re-
quirement. 

SEC. 232. SEAPORT SECURITY CARDS. 

Section 70105 of title 46, United States 
Code, is amended—

(1) by striking subsection (a) and inserting 
the following: 

VerDate Jan 31 2003 01:43 Apr 01, 2003 Jkt 019060 PO 00000 Frm 00036 Fmt 0624 Sfmt 0634 E:\CR\FM\A31MR6.039 S31PT1



CONGRESSIONAL RECORD — SENATE S4577March 31, 2003
‘‘(a) PROHIBITION.—(1) Unless the require-

ments of paragraph (2) are met, the Sec-
retary shall prescribe regulations to pro-
hibit—

‘‘(A) an individual from entering an area of 
a vessel or facility that is designated as a se-
cure area by the Secretary for purposes of a 
security plan for the vessel or facility that is 
approved by the Secretary under section 
70103 of this title; and 

‘‘(B) an individual who is regularly em-
ployed at a United States seaport or who is 
employed by a common carrier that trans-
ports merchandise to or from a United 
States seaport from entering a United States 
seaport. 

‘‘(2) The prohibition imposed under para-
graph (1) may not apply to—

‘‘(A) an individual who—
‘‘(i) holds a transportation security card 

issued under this section; and 
‘‘(ii) is authorized to be in area in accord-

ance with the plan if the individual is at-
tempting to enter an area of a vessel or facil-
ity that is designated as a secure area by the 
Secretary for purposes of a security plan for 
the vessel or facility approved by the Sec-
retary under section 70103 of this title; or 

‘‘(B) an individual who is accompanied by 
another individual who may access the se-
cure area or United States seaport in accord-
ance with this section. 

‘‘(3) A person may not admit an individual 
into a United States seaport or a secure area 
unless the individual is in compliance with 
this subsection.’’; 

(2) in paragraph (2) of subsection (b)—
(A) in subparagraph (E), by striking ‘‘and’’; 
(B) by redesignating subparagraph (F) as 

subparagraph (G); and 
(C) by inserting after subparagraph (E) the 

following new subparagraph: 
‘‘(F) an individual who is regularly em-

ployed at a United States seaport or who is 
employed by a common carrier that trans-
ports merchandise to or from a United 
States seaport; and’’; 

(3) in paragraph (1) of subsection (c)—
(A) in subparagraph (C), by striking ‘‘or’’; 
(B) in subparagraph (D), by striking the pe-

riod at the end and inserting a semicolon and 
‘‘or’’; and 

(C) at the end, by inserting the following 
new subparagraph: 

‘‘(E) has not provided sufficient informa-
tion to allow the Secretary to make the de-
terminations described in subparagraph (A), 
(B), (C), or (D).’’; 

(4) by striking subsection (f); and 
(5) by inserting after subsection (e) the fol-

lowing new subsections: 
‘‘(f) DATA ON CARDS.—A transportation se-

curity card issued under this section shall—
‘‘(1) be tamper resistant; and 
‘‘(2) contain—
‘‘(A) the number of the individual’s com-

mercial driver’s license issued under chapter 
313 of title 49, if any; 

‘‘(B) the State-issued vehicle registration 
number of any vehicle that the individual de-
sires to bring into the United States seaport, 
if any; 

‘‘(C) the work permit number issued to the 
individual, if any; 

‘‘(D) a unique biometric identifier to iden-
tify the license holder; and 

‘‘(E) a safety rating assigned to the indi-
vidual by the Secretary of Homeland Secu-
rity. 

‘‘(g) DEFINITIONS.—In this section: 
‘‘(1) ALIEN.—The term ‘alien’ has the 

meaning given the term in section 101(a)(3) 
of the Immigration and Nationality Act (8 
U.S.C. 1101(a)(3)). 

‘‘(2) UNITED STATES SEAPORT.—The term 
‘United States seaport’ means a place in the 
United States on a waterway with shoreside 
facilities for the intermodal transfer of cargo 

containers that are used in international 
trade.’’. 
SEC. 233. SECURING SENSITIVE INFORMATION. 

(a) REQUIREMENT.—Not later than 90 days 
after the date of enactment of this Act, the 
Captain-of-the-Port of each United States 
seaport shall secure and protect all sensitive 
information, including information that is 
currently available to the public, related to 
the seaport. 

(b) SENSITIVE INFORMATION.—In this sec-
tion, the term ‘‘sensitive information’’ 
means—

(1) maps of the seaport; 
(2) blueprints of structures located within 

the seaport; and 
(3) any other information related to the se-

curity of the seaport that the Captain-of-the-
Port determines is appropriate to secure and 
protect. 
SEC. 234. CONTAINER SECURITY. 

(a) CONTAINER SEALS.—
(1) APPROVAL.—Not later than 90 days after 

the date of enactment of this Act, the Sec-
retary of Homeland Security shall approve 
minimum standards for high security con-
tainer seals that—

(A) meet or exceed the American Society 
for Testing Materials Level D seals; 

(B) permit each seal to have a unique iden-
tification number; and 

(C) contain an electronic tag that can be 
read electronically at a seaport. 

(2) REQUIREMENT FOR USE.—Within 180 days 
after the date of enactment of this Act, the 
Secretary of Homeland Security shall deny 
entry of a vessel into the United States if 
the containers carried by the vessel are not 
sealed with a high security container seal 
approved under paragraph (1). 

(b) IDENTIFICATION NUMBER.—
(1) REQUIREMENT.—A shipment that is 

shipped to or from the United States either 
directly or via a foreign port shall have a 
designated universal transaction number. 

(2) TRACKING.—The person responsible for 
the security of a container shall record the 
universal transaction number assigned to 
the shipment under paragraph (1), as well as 
any seal identification number on the con-
tainer, at every port of entry and point at 
which the container is transferred from one 
conveyance to another conveyance. 

(c) PILOT PROGRAM.—
(1) GRANTS.—The Secretary of Homeland 

Security is authorized to award grants to eli-
gible entities to develop an improved seal for 
cargo containers that—

(A) permit the immediate detection of 
tampering with the seal; 

(B) permit the immediate detection of 
tampering with the walls, ceiling, or floor of 
a container that indicates a person is at-
tempting to improperly access the container; 
and 

(C) transmit information regarding tam-
pering with the seal, walls, ceiling, or floor 
of the container in real time to the appro-
priate authorities at a remote location. 

(2) APPLICATION.—Each eligible entity 
seeking a grant under this subsection shall 
submit an application to the Secretary at 
such time, in such manner, and accompanied 
by such information as the Secretary may 
reasonably require. 

(3) ELIGIBLE ENTITY.—In this subsection, 
the term ‘‘eligible entity’’ means any na-
tional laboratory, nonprofit private organi-
zation, institution of higher education, or 
other entity that the Secretary determines 
is eligible to receive a grant authorized by 
paragraph (1). 

(d) EMPTY CONTAINERS.—
(1) CERTIFICATION.—The Secretary of 

Homeland Security shall prescribe in regula-
tions requirements for certification of empty 
containers that are to be shipped to or from 

the United States either directly or via a for-
eign port. Such regulations shall require 
that an empty container— 

(A) be inspected and certified as empty 
prior to being loaded onto a vessel for trans-
portation to a United States seaport; and 

(B) be sealed with a high security con-
tainer seal approved under subsection (a)(1) 
to enhance the security of United States sea-
ports. 
SEC. 235. OFFICE AND INSPECTION FACILITIES. 

(a) OPERATIONAL SPACE IN SEAPORTS.—Each 
entity that owns or operates a United States 
seaport that receives cargo from a foreign 
country, whether governmental, quasi-gov-
ernmental, or private, shall provide to the 
Directorate permanent office and inspection 
space within the seaport that is sufficient for 
the Directorate officers at the seaport to 
carry out their responsibilities. Such office 
and inspection space—

(1) shall be provided at no cost to the Di-
rectorate; and 

(2) may be located outside the terminal 
area of the seaport. 

(b) INSPECTION TECHNOLOGY.—The Sec-
retary of Homeland Security shall maintain 
permanent inspection facilities that utilize 
available inspection technology in the space 
provided at each seaport pursuant to sub-
section (a). 
SEC. 236. SECURITY GRANTS TO SEAPORTS. 

(a) CRITERIA FOR AWARDING GRANTS.—Not-
withstanding any other provision of law, the 
Secretary of Homeland Security shall use 
the proportion of the containerized imports 
that are received at a United States seaport 
as a factor to be considered when deter-
mining whether to select that seaport for 
award of a competitive grant for security. 

(b) DEFINITIONS.—In this section: 
(1) CONTAINERIZED IMPORTS.—The term 

‘‘containerized imports’’ means the number 
of twenty-foot equivalent units of container-
ized imports that enter the United States an-
nually through a United States seaport as 
estimated by the Bureau of Transportation 
Statistics of the Department of Transpor-
tation. 

(2) COMPETITIVE GRANT FOR SECURITY.—The 
term ‘‘competitive grant for security’’ means 
a grant of Federal financial assistance that 
the Secretary of Homeland Security is au-
thorized to award to a United States seaport 
for the purpose of enhancing security at the 
seaport, including a grant of funds appro-
priated under the heading ‘‘Maritime and 
Land Security’’ in title I of division I of the 
Consolidated Appropriations Resolution, 2003 
(Public Law 108–7). 

TITLE III—AUTHORIZATION 
SEC. 301. AUTHORIZATION OF APPROPRIATIONS. 

There are authorized to be appropriated to 
the Attorney General and the Secretary of 
Homeland Security such sums as are nec-
essary to carry out this Act. Sums author-
ized to be appropriated under this section are 
authorized to remain available until ex-
pended.

f 

SUBMITTED RESOLUTIONS 

SENATE RESOLUTION 101—CALL-
ING FOR THE PROSECUTION OF 
IRAQIS AND THEIR SUPPORTERS 
FOR WAR CRIMES, AND FOR 
OTHER PURPOSES 
Mr. SPECTER submitted the fol-

lowing resolution; which was referred 
to the Committee on Foreign Rela-
tions: 

S. RES. 101
Resolved, That it is the sense of the Senate 

that—
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